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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q71-Q76):

NEW QUESTION # 71
Task: Create a custom Threat Prevention profile that includes strict IPS enforcement.

Answer:

Explanation:

See the Explanation. Explanation:

1- Open Threat Prevention > Profiles > New Profile.

2- Name the profile, select "Strict" mode for IPS.

3- Enable Prevent for High and Medium confidence levels.

4- Optionally, enable protections for server-side protections.
5- Save and assign this profile in your Threat Prevention policy.

NEW QUESTION # 72
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Task: Configure a policy to log only "Detect” events for Anti-Bot scanning on internal users.
Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention > Policy.

2- Add a rule: Source = Internal Networks, Dest = Internet.
3- Assign a profile where Anti-Bot action is set to "Detect."
4- Track = Log, Action= Accept.

5- Publish and install the policy.

NEW QUESTION # 73
Task: Compare two custom profiles for audit validation.

Answer:

Explanation:

See the Explanation. Explanation:

1- Export both profiles via SmartConsole.

2- Use external diff tool or compare policy settings manually.
3- Focus on blade settings, confidence levels, and exceptions.
4- Document differences and justify configuration choices.

5- Store comparison for audit records.

NEW QUESTION # 74
Task: Enable "Update Automatically" for IPS database.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention > Updates in SmartConsole.

2- Enable "Check for updates automatically."

3- Set interval (e.g., every 6 hours).

4- Tick "Install updates automatically” with warning prompt.
5- Click OK, publish, and monitor update logs.

NEW QUESTION # 75
Task: Enable Anti-Bot and Anti-Virus software blades on a Security Gateway.

Answer:

Explanation:

See the Explanation. Explanation:

1- Open SmartConsole > Gateways & Servers.

2- Double-click the relevant Security Gateway.

3- Under the "General Properties" tab, enable "Anti-Bot" and "Anti- Virus."
4- Click OK > Publish the changes.

5- Install the Access Control and Threat Prevention policy.

NEW QUESTION # 76
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