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Management-Architect) PDF Questions consist of actual exam questions. The Identity-and-Access-Management-Architect PDF is
a printable format and is extremely portable. You can get a hard copy or share it on your smartphone, laptop, and tablet as needed.
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important changes from Salesforce Identity-and-Access-Management-Architect.

Salesforce Certified Identity and Access Management Architect Sample
Questions (Q177-Q182):
NEW QUESTION # 177 
Universal containers (UC) wants to implement Delegated Authentication for a certain subset of Salesforce users. Which three items
should UC take into consideration while building the Web service to handle the Delegated Authentication request? Choose 3
answers

A. The return type of the Web service method should be a Boolean value
B. The web service needs to include Source IP as a method parameter.
C. Delegated Authentication is enabled for the system administrator profile.
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D. UC should whitelist all salesforce ip ranges on their corporate firewall.
E. The web service can be written using either the soap or rest protocol.

Answer: A,B,D

Explanation:
Explanation
Delegated authentication is a feature that allows Salesforce to delegate the authentication process to an external web service. The
web service needs to include the source IP address of the user as a method parameter, so that Salesforce can pass it along with the
username and password. UC should whitelist all Salesforce IP ranges on their corporate firewall, so that the web service can accept
requests from Salesforce.
The return type of the web service method should be a Boolean value, indicating whether the authentication was successful or not.
The web service can be written using either SOAP or REST protocol, but this is not a consideration for UC while building the web
service. Delegated authentication is not enabled for the system administrator profile, but it can be enabled for other profiles or
permission sets. References: Certification - Identity and Access Management Architect - Trailhead, [Delegated Authentication Single
Sign-On],
[Implementing Single Sign-On Across Multiple Organizations]

NEW QUESTION # 178 
Universal Containers (UC) has an existing web application that itwould like to access from Salesforce without requiring users to re-
authenticate. The web application is owned UC and the UC team that is responsible for it is willing to add new javascript code
and/or libraries to the application. What implementation should an Architect recommend to UC?

A. Rewrite the web application as a set of Visualforce pages and Apex code.
B. Configure the web application as an item in the Salesforce App Launcher.
C. Add the web application as a ConnectedApp using OAuth User-Agent flow.
D. Create a Canvas app and use Signed Requests to authenticate the users.

Answer: D

Explanation:
A Canvas app is a web application that can be embedded within Salesforce and access Salesforce data using the signed request
authentication method. This method allows the Canvas app to receive a signed request that contains the context and OAuth token
when it is loaded. The Canvas app can use the SDK to request a new or refreshed signed request on demand2. This way, the users
do not need to re-authenticate when accessing the web application from Salesforce. References: Requesting a Signed Request,
SAML SingleSign-On for Canvas Apps, Mastering Salesforce Canvas Apps

NEW QUESTION # 179 
Universal Containers (UC) has built a custom token-based Two-factor authentication (2FA) system for their existing on-premise
applications. They are now implementing Salesforce and would like to enable a Two-factor login process for it, as well. What is the
recommended solution as Architect should consider?

A. Replace the custom 2FA system with an AppExchange App that supports on premise application and salesforce.
B. Use Custom Login Flows to connect to the existing custom 2FA system for use in Salesforce.
C. Use the custom 2FA system for on-premise applications and native 2FA for Salesforce.
D. Replace the custom 2FA system with Salesforce 2FA for on-premise applications and Salesforce.

Answer: D

NEW QUESTION # 180 
Universal containers (UC) is concerned that having a self-registration page will provide a means for "bots" or unintended audiences
to create user records, thereby consuming licences and adding dirty data. Which two actions should UC take to prevent
unauthorised form submissions during theself-registration process? Choose
2 answers

A. Require a captcha at the end of the self-registration process.
B. Primarily use lookup and picklist fields on the self registration page.
C. Use open-ended security questions and complex password requirements



D. Use hidden fields populated via java script events in the self-registration page.

Answer: A,D

Explanation:
To prevent unauthorized form submissions during the self-registration process, UC should require a captcha at the end of the self-
registration process and use hidden fields populated via JavaScript events in the self- registration page. These methods will help to
verify that the user is a human and not a bot, and also to validate the user's input against some predefined values. Option A is not a
good choice because open-ended security questions and complex password requirements may frustrate the user and reduce the
conversion rate. Option B is not a good choice because lookup and picklist fields may not prevent bots from submitting the form, as
they can be easily automated or bypassed.
References: Single Sign-On Implementation Guide, Customizing User Authentication with Login Flows

NEW QUESTION # 181 
The CMO of an advertising company has invited an Identity and Access Management (IAM) specialist to discuss Salesforce out-of-
box capabilities for configuring the company*s login and registration experience on Salesforce Experience Cloud.
The CMO is looking to brand the login page with the company's logo, background color, login button color, and dynamic right-
frame from an external URL.
Which two solutions should the IAM specialist recommend?
Choose 2 answers

A. Build custom pages for branding requirements in Experience Cloud.
B. Login & Registration pages can be branded in the Community Administration settings.
C. Build custom site pages for reset and forgot password features.
D. Use Experience Builder to build branded Reset and Forgot Password pages.

Answer: B,D

NEW QUESTION # 182
......
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