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최신 Fortinet Network Security Expert NSE5_FSW_AD-7.6 무료샘플문제
(Q63-Q68):
질문  # 63 
(Full question statement start from here)
Refer to the exhibits.



Three FortiSwitch devices were recently configured to be managed by FortiGate. Two are managed successfully, butFortiSwitch
Access-1is not.
Based on the configuration output, whichinitial changeis required for FortiSwitch Access-1 to be managed?
(Choose one answer)

A. Assign a static IP on FortiSwitch Access-1.
B. Change its Control and Provisioning of Wireless Access Points (CAPWAP) settings.
C. Change the NTP server.
D. Set Access-1 internal interface mode to DHCP.

정답：D

설명：
In a FortiGate-managed switching deployment usingFortiLink, FortiSwitch devices rely on theirinternal interfaceto establish
management connectivity with the FortiGate. According to the FortiSwitchOS 7.6 Administrator Guide, when a FortiSwitch
operates in FortiLink mode, theinternal interface must obtain an IP address dynamically via DHCPfrom the FortiGate over the
FortiLink interface. This IP address is required for control-plane communication, including CAPWAP-based management
messaging.
From the exhibit, FortiGate successfully managesCore-1andCore-2, whileAccess-1remains offline. The FortiGate diagnostic output
explicitly reports that itcannot detect Access-1 at the FortiLink interface, even though CAPWAP is enabled and the switch is in
FortiLink mode. This eliminates CAPWAP configuration (Option B) as the root cause.
Examining the FortiSwitch Access-1 CLI output reveals the key issue:
* Theinternal interfaceis configured withmode: staticand an IP address of0.0.0.0.
This configuration prevents Access-1 from obtaining a valid FortiLink management IP address, which is mandatory for FortiGate
discovery and authorization. In contrast, FortiSwitch devices managed by FortiGate must have their internal interface set toDHCP,
allowing the FortiGate to automatically assign an address from the FortiLink subnet.
Assigning a static IP (Option A) is not recommended or required in FortiLink-managed mode, NTP configuration (Option D) has no
impact on discovery, and CAPWAP is already enabled as shown in the FortiGate output.
Therefore, theinitial and required corrective actionis toset the Access-1 internal interface mode to DHCP
, makingOption Cthe correct and fully verified answer based on FortiOS 7.6 and FortiSwitchOS 7.6 documentation.

질문  # 64 



Refer to the exhibits

Traffic arriving on port2 on FortiSwitch is tagged with VLAN ID 10 and destined for PC1 connected on port1. PC1 expects to
receive traffic untagged from port1 on FortiSwitch. Which two configurations can you perform on FortiSwitch to ensure PC1
receives untagged traffic on port1? (Choose two.)

A. Add VLAN ID 10 as a member of the untagged VLANs on port1.
B. Add the MAC address of PC1 as a member of VLAN 10.
C. Remove VLAN 10 from the allowed VLANs and add it to untagged VLANs on port1.
D. Enable Private VLAN on VLAN 10 and add VLAN 20 as an isolated VLAN.

정답：A,C



설명：
According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, the way a FortiSwitch handles
VLAN tags on egress (outgoing) traffic is governed by the port'sNative VLANand its Untagged VLAN list. When traffic for VLAN
10 arrives at port2 (the uplink) and is forwarded to port1, the switch must determine whether to strip the 802.1Q tag before
transmission.
* Untagged VLAN List (Option B):The documentation explicitly states that the "untagged VLAN list" specifies VLANs for which
the port will transmit frameswithout the VLAN tag. By adding VLAN ID
10 to the untagged VLANs on port1, any traffic belonging to VLAN 10 will have its tag stripped at the egress point, ensuring PC1
receives a standard untagged frame.
* Configuration Logic (Option C):In FortiSwitch management, moving a VLAN from the "Allowed" list (which typically implies
tagged delivery) to the "Untagged" list on a specific interface forces the switch to perform the tag-stripping action. This effectively
converts the port from a trunked behavior for that VLAN to an "access" or untagged behavior.
Regarding the incorrect options:Option A (MAC-based assignment)is used primarily foringress classification. While it can assign a
device to a VLAN when it sends trafficintothe switch, the documentation notes that by default, egress packets for MAC-based
VLANs still include the tag unless the untagged list is configured.Option D(Private VLANs) is a security feature for isolating traffic
between ports within the same VLAN and does not address the physical tagging requirements of the endpoint.

질문  # 65 
Refer to the exhibits. An IP phone is connected to port1 of FortiSwitch Access-1. The IP phone tags its traffic with VLAN ID 20.
On FortiGate, VLAN IP_Phone (VLAN ID 20) has been configured, and port1 of Access-
1 is set with VLAN 20 as the native VLAN. However, the IP phone cannot reach the network. The exhibit shows the partial VLAN
configuration and the port1 configuration on Access-1.
Which configuration change must you make on FortiSwitch to allow ingress and egress traffic for the IP phone? (Choose one
answer)

A. On VLAN IP_Phone, enable vlanforward
B. On port1, add VLAN 20 to the allowed_vlans list
C. On VLAN IP_Phone, enable l2forward
D. On port1, disable the edge_port

정답：B

설명：
According to theFortiSwitchOS 7.6 Administration GuideandFortiOS 7.6 FortiLink Guide, the processing of Ethernet frames on a
managed FortiSwitch port depends on whether the frame is tagged or untagged upon arrival (ingress) and how the port's VLAN
membership is defined.
In the provided exhibit,port1is configured with set vlan "IP_Phone" (VLAN 20) as itsnative VLAN. By definition, the native VLAN
handles untagged traffic; any untagged frame arriving at the port is assigned to VLAN 20, and any egress traffic from VLAN 20 is
sent out of the port without a tag. However, the scenario specifically states that theIP phone tags its traffic with VLAN ID 20.
When a FortiSwitch receives atagged frame, it checks the VLAN ID against theallowed-vlanslist configured on that port. Although
VLAN 20 is the native VLAN, the exhibit shows that the port has been explicitly configured with set allowed-vlans "quarantine".
This creates a restrictive filter that permits only tagged frames belonging to the "quarantine" VLAN to enter or exit the port. Because
VLAN 20 (IP_Phone) is not present in the allowed-vlans list, the switch drops the tagged frames from the IP phone during ingress
processing.
To resolve this, the administrator must modify theFortiSwitch port configurationby adding VLAN 20 to the allowed_vlans list (e.g.,
set allowed-vlans "quarantine" "IP_Phone" or set allowed-vlans-all enable). This ensures that the switch recognizes and permits
tagged traffic for VLAN 20 on that physical interface. Option B is incorrect because l2forward is a Layer 3 interface setting on the
FortiGate and does not address the physical port's ingress filtering logic on the switch. Disabling the edge_port (Option D) relates to
Spanning Tree Protocol (STP) convergence and would not impact VLAN tag filtering.

질문  # 66 
Exhibit.
LAG and MCLAG are used to increase the available network bandwidth and enable redundancy. How does spanning tree protocol
see MCLAG and LAG if they are configured based on the physi-cal view shown in the exhibit? (Choose two)

A. Switch 3 and switch 4 are seen as one MCLAG switch client
B. Switch 1. Switch 2, and Switch 3 are seen as one MCLAG peer group
C. Switch 3 and Switch 4 uplinks are treated as single interfaces.



D. Switch 1 and Switch 2 both seen as one single switch.

정답：C,D

설명：
According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, Multichassis Link Aggregation
(MCLAG) and standard Link Aggregation Groups (LAG) are designed to provide link-level and node-level redundancy while
presenting a simplified logical view to the Spanning Tree Protocol (STP).
In the provided topology:
* Logical Switch View (Option D):Switch 1 and Switch 2 are configured asMCLAG peersconnected via an Inter-Chassis Link
(ICL). From the perspective of downstream devices and STP, these two physical switches act as a single logical entity. This
prevents STP from seeing a loop between the two switches and the downstream Switch 3, as the redundant physical paths are
bundled into a single logical MCLAG trunk.
* Logical Interface View (Option B):The exhibit shows Switch 4 connected to Switch 3 via two physical links bundled into aLAG,
and Switch 3 connected to the MCLAG peers via split links. In both cases, STP treats the aggregated physical links as asingle
logical interface. Because the multiple physical paths are managed by the Link Aggregation Control Protocol (LACP) as one trunk,
STP does not block individual ports to prevent loops; instead, it sees one high-bandwidth path.
Regarding the incorrect options:Option Ais false because Switch 3 is an MCLAGclient, not a peer in the group.Option Cis incorrect
because Switch 3 and Switch 4 are separate physical and logical nodes; they are not seen as a single client entity by the core.

질문  # 67 
Your team is deploying a single FortiGate and a single FortiSwitch across 100 branch offices. The goal is to expedite deployment
while avoiding manual configuration errors. Which method would allow you to achieve this goal most efficiently? (Choose one
answer)

A. Push FortiGate and FortiSwitch configurations through FortiEdge Cloud.
B. Ensure that devices engage FortiSwitch Manager to retrieve their configurations.
C. Use the cloud Model-as-a-Service (MaaS) to push the configuration of both FortiGate and FortiSwitch.
D. Use zero-touch provisioning (ZTP) through FortiManager.

정답：D

설명：
According to theFortiOS 7.6 Administration Guideand theFortiManager 7.6 Study Guide, the most efficient and scalable method for
deploying standardized configurations across a high volume of sites (such as
100 branch offices) isZero-Touch Provisioning (ZTP) through FortiManager.
ZTP allows administrators to createModel DevicesandProvisioning Templateswithin FortiManager before the physical hardware is
even unboxed. When a factory-reset FortiGate at a branch office is connected to the internet, it automatically reaches out
toFortiCloud(FortiDeploy) to discover its assigned management entity.
Once redirected to the centralFortiManager, the FortiGate retrieves its full configuration, including the FortiLinksettings required to
manage the local FortiSwitch.
The 7.6 documentation highlights that because the FortiSwitch is managed via FortiLink, its configuration is technically part of the
FortiGate's managed objects. Therefore, by using FortiManager to push a single template that includes both the FortiGate settings
and theSwitch Controllerconfigurations, the team can ensure that every branch office is configured identically and without manual
CLI intervention. This method significantly reduces the risk of human error and ensures rapid, consistent deployment across the
entire fabric.
Options A and B refer to cloud management platforms that are effective but do not offer the same level of integrated, template-
driven orchestration for large-scale enterprise ZTP as FortiManager. Option D is incorrect as "FortiSwitch Manager" is not the
primary orchestration tool for branch-wide ZTP in a FortiLink- integrated environment.

질문  # 68
......
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