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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q13-Q18):

NEW QUESTION # 13
‘Which statement about how FortiNAC processes matched rogue devices is true?

A. FortiNAC remembers the matching rule of the rogue device.

B. FortiNAC matches the rogue device with only one device profiling rule.
C. FortiNAC considers rogue devices as known endpoints.

D. FortiNAC detects rogue devices by the IP address.

Answer: A

Explanation:

When FortiNAC detects a rogue device, it applies a device profiling rule and remembers the matching rule. This allows FortiNAC to
maintain awareness of the rogue device's characteristics and behavior, enabling consistent monitoring and enforcement of security
policies. This memory ensures that appropriate actions are taken when the device is detected again or exhibits suspicious activity.

NEW QUESTION # 14

An OT network architect nmust deploy a solution to protect fuel pumps in an industrial remote network. All the fuel pumps must be
closely monitored from the corporate network for any temperature fluctuations.

How can the OT network architect achieve this goal?

e A. Configure a fuel server on the remote network and deploy a FortiSIEM with a single pattern temperature performance rule
on the corporate network.

¢ B. Configure both fuel server and FortiSIEM with a single-pattern temperature performance rule on the corporate network.

e C. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature security rule on
the corporate network.

¢ D. Configure a fuel server on the corporate network, and deploy a FortiSTEM with a single pattern temperature performance
rule on the remote network.

Answer: A

Explanation:

A fuel server placed in the remote OT network gathers the pump temperature data locally, and FortiSIEM at the corporate side
analyzes it with a single-pattern performance rule to detect temperature fluctuations. This gives central visibility without exposing the
pumps directly and uses the correct rule type for monitoring operational metrics (temperature).

NEW QUESTION # 15
Refer to the exhibit and analyze the output. Which statement about the output is true?

LE MON NET TIL] :

A. This is a sample of a FortiAnalyzer system interface event log.
B. This is a sample of an SNMP temperature control event log,
C. This is a sample ofa PAM event type.

D. This is a sample of FortiGate interface statistics.

Answer: C

NEW QUESTION # 16
Refer to the exhibit, which shows a non-protected OT environment.



An administrator needs to implement proper protection on the OT network.
Which three steps should an administrator take to protect the OT network? (Choose three.)

A. Deploy an edge FortiGate between the internet and an OT network as a one-arm sniffer.
B. Configure firewall policies with industrial protocol sensors

C. Deploy a FortiGate device within each ICS network.

D. Configure firewall policies with web filter to protect the different ICS networks.

E. Use segmentation

Answer: B,C.E

NEW QUESTION # 17
What is the primary objective of implementing SD-WAN in operational technology (OT) networks?

A. Reduce security risk and threat attacks

B. Remove centralized network security policies.

C. Replace standard links with lower cost connections
D. Enhance network performance of OT applications

Answer: D

Explanation:

The primary objective of implementing SD-WAN in operational technology (OT) networks is to enhance the performance and
reliability of OT applications. SD-WAN optimizes traffic routing based on application requirerments, network conditions, and
business priorities, ensuring low latency and high availability for critical OT applications. This is essential in OT environments, where
the performance of applications directly impacts operational efficiency and safety.

NEW QUESTION # 18
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