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H R #992
Which of the following can best protect against an employee inadvertently installing malware on a company system?

A. System isolation

B. Host-based firewall
C. Application allow list
D. Least privilege

EfE: C

AR :

Explanation

An application allow list is a security technique that specifies which applications are authorized to run on a system and blocks all
other applications. An application allow list can best protect against an employee madvertently installing malware on a company
system because it prevents the execution of any unauthorized or malicious software, such as viruses, worns, trojans, ransonmware, or
spyware. An application allow list can also reduce the attack surface and improve the performance of the system. References:
CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 11: Secure Application Development, page 551 1

M #993

Which of the following provides the best protection against unwanted or insecure communications to and froma device?

A. Host-based firewall

B. System hardening

C. Intrusion detection system
D. Anti-malware software

EfE: A

A -

A host-based firewall controls incoming and outgoing network traffic on a device by enforcing security rules, effectively blocking
unwanted or insecure communications. It is specifically designed to protect the device from unauthorized access and malicious traffic.
System hardening (A) reduces vulnerabilities by disabling unnecessary services and patching but does not control commumnications
dynamically. Intrusion detection systems (C) detect suspicious traffic but typically do not block it (unless paired with prevention).
Anti-malware (D) protects against malicious software but not directly network communication filtering,

Host-based firewalls are a fundamental component of endpoint security highlighted in the Security Operations domain of SYO-
701#6:Chapter 11 CompTIA Security+ Study Guide#.

R #994
Which of'the following describes the maximum allowance of accepted risk?

o A Risk level
e B. Risk mndicator
o (. Risk threshold

e D. Risk score
Ef#: C
fBE:

Risk threshold is the maximum amount of risk that an organization is willing to accept for a given activity or decision. It is also known
as risk appetite or risk tolerance. Risk threshold helps an organization to prioritize and allocate resources for risk management. Risk
idicator, risk level, and risk score are different ways of measuring or expressing the likelihood and impact of a risk, but they do not
describe the maximum allowance of accepted risk. Reference: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, page
34; Accepting Risk: Definition, How It Works, and Alternatives



H A #995

A security analyst is investigating an application server and discovers that software on the server is behaving abnormally. The
software normally runs batch jobs locally and does not generate traffic, but the process is now generating outbound traffic over
random high ports. Which of the following vulnerabilities has likely been exploited in this software?

¢ A. SQL mnjection

¢ B. Race condition

¢ C. Memory injection
¢ D. Side loading

Ef#: C

TR

Memory injection vulnerabilities allow unauthorized code or commands to be executed within a software program, leading to
abnormal behavior such as generating outbound traffic over random high ports. This issue often arises from software not properly
validating or encoding input, which can be exploited by attackers to inject malicious code.

Reference: CompTIA Security+ SY0-701 course content and official CompTIA study resources.

M #996
Which of the following is prevented by proper data sanitization?

A. Disclosure of sensitive data through incorrect classification
B. Incorrect nventory data leading to a laptop shortage

C. Devices reaching end-of-life and losing support

D. Hackers' ability to obtain data fromused hard drives

Ef#: D
fEEL:

Proper data sanitization ensures that sensitive data is securely erased from storage devices, preventing unauthorized access or
recovery when the devices are disposed of or reused.
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