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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q209-Q214):
NEW QUESTION # 209 
Universal containers (UC) has implemented SAML SSO to enable seamless access across multiple applications. UC has regional
salesforce orgs and wants it's users to be able to access them from their main Salesforce org seamless. Which action should an
architect recommend?

A. Configure the main Salesforce org as a service provider.
B. Configure the regional salesforce orgs as Identity Providers.
C. Configure the main salesforce org as the Identity provider.
D. Configure the main salesforce org as an Authentication provider.

Answer: C

NEW QUESTION # 210 
A global fitness equipment manufacturer is planning to sell fitness tracking devices and has the following requirements:
1) Customer purchases the device.
2) Customer registers the device using their mobile app.
3) A case should automatically be created in Salesforce and associated with the customers account in cases where the device
registers issues with tracking.
Which OAuth flow should be used to meet these requirements?

A. OAuth 2.0 Username-Password Flow
B. OAuth 2.0 SAML Bearer Assertion Flow
C. OAuth 2.0 User-Agent Flow
D. OAuth 2.0 Asset Token Flow

Answer: D

NEW QUESTION # 211 
A global company has built an external application that uses data from its Salesforce org via an OAuth 2.0 authorization flow. Upon
logout, the existing Salesforce OAuth token must be invalidated.
Which action will accomplish this?

A. Enable Single Logout with a secure logout URL.
B. Use a HTTP POST to request the refresh token for the current user.
C. Use a HTTP POST to the System for Cross-domain Identity Management (SCIM) endpoint, including the current OAuth
token.
D. Use a HTTP POST to make a call to the revoke token endpoint.

Answer: D

Explanation:
Explanation
To invalidate an existing Salesforce OAuth token, the external application needs to make a HTTP POST request to the revoke
token endpoint, passing the token as a parameter. This will revoke the access token and the refresh token if available. The other
options are not relevant for this scenario. References: Revoke OAuth Tokens, OAuth 2.0 Token Revocation
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NEW QUESTION # 212 
An identity architect's client has a homegrown identity provider (IdP). Salesforce is used as the service provider (SP). The head of
IT is worried that during a SP initiated single sign-on (SSO), the Security Assertion Markup Language (SAML) request content will
be altered.
What should the identity architect recommend to make sure that there is additional trust between the SP and the IdP?

A. Encrypt the SAML Request using certification authority (CA) signed certificate and decrypt on IdP.
B. Ensure that on the SSO settings page, the "Request Signing Certificate" field has a self-signed certificate.
C. Ensure that the Issuer and Assertion Consumer service (ACS) URL is property configured between SP and IDP.
D. Ensure that there is an HTTPS connection between IDP and SP.

Answer: A

NEW QUESTION # 213 
Uwversal Containers (UC) is building a custom employee hut) application on Amazon Web Services (AWS) and would like to store
their users' credentials there. Users will also need access to Salesforce for internal operations. UC has tasked an identity architect
with evaluating Afferent solutions for authentication and authorization between AWS and Salesforce.
How should an identity architect configure AWS to authenticate and authorize Salesforce users?

A. Configure the custom employee app as a connected app.
B. Develop a custom Auth server in AWS.
C. Create a custom external authentication provider.
D. Configure AWS as an OpenID Connect Provider.

Answer: D

NEW QUESTION # 214
......
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