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HMA #67

What are key components to ensure the success of the detection and analysis phase in incident response?
(Select all that apply)

Response:

A. Integrating threat intelligence to inform the analysis

B. Utilizing a single monitoring tool to simplify the process

C. Maintaining up-to-date baselines of normal network behavior

D. Collaborating across departiments for comprehensive situational awareness

Eﬁ: A\ C\ D

H #68
Why is it important to integrate endpoint detection and response (EDR) tools into SOC operations?
Response:

e A. To provide detailed visibility into endpoint activities and potential threats
¢ B. To focus solely on external threats and ignore internal anomalies
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e C. To replace the need for a SIEM system
¢ D. To monitor and manage desktop environments only

EfE: A

HH #69
How should a SOC utilize threat intelligence to improve proactive detection?
Response:

A. Only focusing on intelligence that pertains to high-profile organizations

B. By indiscriminately blocking all IP addresses found in threat intelligence feeds
C. Using threat intelligence once, then discarding it for being outdated

D. Integrating intelligence into security tools to refine alerting mechanisms

H
®

: D

HM #70
Defensible security architecture typically includes which of the following features?
Response:

A. Neglecting the importance of data encryption
B. Single layer of security at the network perimeter
C. Strong emphasis on endpoint security

D. Isolation of IT systens for easier management

Ef#: C

HRE#7

Select the statements that accurately describe the planning of data collection in SOC monitoring;
(Choose two)

Response:

A. Tt should nvolve stakeholders from different organizational departments.
B. It should consider both internal and external data sources.

C. It must focus solely on data that can be collected quickly.

D. It requires disregarding the data privacy regulations.

EfE: A. B
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