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Case Study 3 - ADatum Corporation

Overview

Company Information

ADatum Corporation is a manufacturing company that has a main office in Seattle and two branch offices in Los Angeles and
Montreal.

Fabrikam Partnership

ADatum recently partnered with 2 company named Fabrikam, Inc.

Fabrikam is a manufacturing company that has a main office in Boston and a branch office in Orlando.

Both companies intend to collaborate on several joint projects.

Existing Environment

ADatum AD DS Environment

The on-premises network of ADatum contains an Active Directory Domain Services (AD DS) forest named adatum.com
The forest contains two domains named adatum com and east.adatum.com and the domain controllers shown in the following table.

Name cros ain N tions master roles
DC1 adatum.com Schema master
DC2 adatum com None
DC3 east.adatum.comn PDC emulator, RID master

Fabrikam AD DS Environment

The on-premises network of Fabrikam contains an AD DS forest named fabrikam.com
The forest contains two domains named fabrikam.com and south. fabrikam com.

The fabrikam.com domain contains an organizational unit (OU) named Marketing,
Server Infrastructure

The adatum com domain contains the servers shown in the following table.

[ Role

Hyper-V

Name
HyperV1
S5Pacel

File and Storage Services

HyperV1 contains the virtual machines shown in the following table.

Name Operating system Description
VM1 Windows Server 2022 Joined to the adatum.com domain
Datacenter Contains & file share named Datal and
a local wSer named User]
VM2 Red Hat Enterprise Contains a local user named User2
Linux (RHEL)
VM3 Windows Server 2022 Joined to the adatum com domain
Standard i;(s,the F_ile and SrEoJEage Services role
installéd OSOTT

All the virtual machines on HyperV1 have only the default management tools installed.

Redundancy

Three-way mirror

Parity

Azure Resources

ADatum has an Azure subscription that contains an Azure AD tenant. Azure AD Connect is configured to sync the adatum.com
forest with Azure AD.

The subscription contains the virtual networks shown in the following table.

Name ation Subnet
WiNetl West US Subnetl, Subnet2
WiNet2 West LIS SubnetA, SubnetB

The subscription contains the Azure Private DNS zones shown in the following table.



Name Virtual network link
Zonel com ViNetl
Zonel.com ViGetr2
Zongdud MNone

The subscription contains the virtual machines shown in the following table.

Name Operating system Security type

Serverl Windows Server 2022 Trusted launch
Datacenter: Azure Edition

Server2 Windows Server 2022 Standard
Datacenter: Azure Edition

Server3 Windows Server 2022 Standard
Datacenter

Serverd Windows Serven20 1,9 - | Trusted launch
Datacenter viicresort

All the servers are in a workgroup.

The subscription contains a storage account named storage] that has a file share named sharel.
Requirements

Planned Changes

ADatum plans to implement the following changes:

- Sync Datal to sharel.

- Configure an Azure runbook named Task]1.

- Enable Azure AD users to sign in to Serverl.

- Create an Azure DNS Private Resolver that has the following configurations:

- Name: Private1

- Region: West US

- Virtual network: VNet1

- Inbound endpoint: SubnetB

- Enable users in the adatum.com domain to access the resources in the south. fabrikam.com domain.
Technical Requirements

ADatum identifies the following technical requirements:

- The data on SSPacel must be available always.

- DC2 must become the schema master if DC1 fails.

- VM3 nust be configured to enable per-folder quotas.

- Trusts must allow access to only the required resources.

- The users in the Marketing OU must have access to storagel.

- Azare Automanage must be used on all supported Azure virtual machines.

- A direct SSH session must be used to manage all the supported virtual machines on HyperV1.
You need to ensure that access to storagel for the Marketing OU users meets the technical requirements.
‘What should you implement?

A. Azare AD Connect in active mode

B. Active Directory Federation Services (AD FS)
C. Azure AD Connect cloud sync

D. Azure AD Connect in staging mode

IEf#: C
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You have an onpremises DNS server named Server! that runs Windows Server. Server 1 hosts a DNS zone named fabrikam.com
You have an Azure subscription that contains the resources shown in the following table.

Vet virtusl nebwork nnarty T the on-premeses network
| 2 -
| by agicd » Site-to-Site VON__
| P Whindows Server and has the DNS

- 1
v | virkual machne

R e R Ial Ly 1]

+
Prvate DNS 2ohd | niked to Vneltl

Pubiic :-«._s wred mﬂt’:@gbft% -J:;_:' all the

CONLOLO. Lo
CONOS0. Com

TEMCUNES




On Vnett: | =l
Configure VM1 10 forward requests for the contoso.com zone to the public DINS zone
Conhgure Vnet] 1o use 3 custom DNS server that is set 10 The Axure-provided DNS at 16863.129.16
Configurs VM1 to forward requests forthe contosc.com sone to the Azure-provided DNS at 168.63.129.16

On the on-premses network: | ]
Corfugure forwaromg for
Confwgure forwarding for
Configure forwarding for

om zone to VM1

cortesec # the public DNS zone
CMHEFOSOTe

: £+
Microseit
—
ILor‘-gn.re VM1 to forward requests for the contoso.com zone tadhe MIENE DNS zone

Configure Vnet| 10 use 3 custom DINS server That is set g T PR Y
Configurs VM1 to forward r ts, iopthe CONTASC c:m_n—- TN Azure-provided DNS at 16863.120.16
ATt K1Y
On the on-premmes networlc 2 % A A A"
| Corfiiiise "rwaltinglior the contoso.com zone to VM1,
tujure Sorwarding for the cor com zone to the publc DNS zone
E:‘-gu- farwarding for the contoso.com zone to the Azure-prowded DNS at 168.63.128.16. |
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Your network contains an Active Directory Domain Services (AD DS) domain named contoso.com. The domain contains a server
named Serverl that has the DFS Namespaces role service installed. Server! hosts a domain-based Distributed File System (DFS)
Namespace named Files.

The domain contains a tile server named Server2. Seiver2 contains a shared folder named Sharel. Sharel contains a subfolder
named Folder 1.

In the Files namespace, you create a folder named Folder! that has a target of \\Server2.contoso.com\Share1\Folderl.

You need to configure a logon script that will map drive letter M to Folder1. The solution must use the path of the DFS Namespace.
How should you complete the command to map the drive letter? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area | | »
m Microsoft
= neak Use w:
\\contoso.com ‘\files\folder1
\\files.contoso.com \files\share1\folder1
\\Server 1.contoso.com \folder1
\\Server2 contoso.com \share1\folder1
Answer Area
net use m:
\\contoso.com files\folder1
\\files.contoso.com \files\share1\folder1
\\5e 1.contoso.com \folder1
\\Sarver \share1\folder1
E R #108

Your network contains an Azre AD Domain Services domain named contoso.com

Youneed to configure a password policy for the local user accounts on the Azure virtual machines joined to contoso.com
‘What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer Area . B

Sign in by using a user account that is a member of thew MA&EQ%QIO‘EP

AAD DC Administrators group

Administrators group
Domain Admins group

Use a Group Policy Object (GROWiINked to the: | AADDC Users organizational unit (OU) v |
AADDC Computers organizational unit (OU)

AADDC Users organizational unit (OU)

Computers container

Answer Area ov

Sign in by using a user account that is a member of the

4AD DC Administrators group ot

P AAD DC Administrators group
Q Administrators group

Domain Admins group

Use a Group Policy Object ( $ed to the: [AADDC Users organizational unit (QOU) ']
L/ AADDC Computers organizational unit (OU)
\\ - ] AADDC Users organizational unit (OU)
M ntainer
ol Micraseste

Explanation:
Answer Area
Sign in by using a user account that is a member of the: ' AAD DC Administrators group v | &
Use a Group Policy Object (GPONlinked™o the: = AADDC Users organizational unit (OU) v
m Microsoft
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You have on-premises servers that run Windows Server as shown in the following table.

MName Type
Server Physicalserver
VM2 Lkl fphet -\ virtual machine

You have an Azure subscription that contains a virtual machine named VMV You need to ensure that you can manage all the servers
by using Azure Arc. The solution must mmimize administrative effort.
On which servers should you install the Azzire Connected Machine agent?

A. VM2only

B. Server] only

C. VMI and VM2 only

D. Serverl, VM1, and VM2
E. Serverl and VM2 only
F. VM1 only

IFf#: E
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