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Topic 1

Platform Operations: This section of the exam measures the skills of Cloud Security Engineers and covers
the configuration and management of security platforms in enterprise environments. It focuses on integrating
and optimizing tools such as Security Command Center (SCC), Google SecOps, GTI, and Cloud IDS to
improve detection and response capabilities. Candidates are assessed on their ability to configure
authentication, authorization, and API access, manage audit logs, and provision identities using Workforce
Identity Federation to enhance access control and visibility across cloud systems.

Topic 2

Incident Response: This section of the exam measures the skills of Incident Response Managers and
assesses expertise in containing, investigating, and resolving security incidents. It includes evidence
collection, forensic analysis, collaboration across engineering teams, and isolation of affected systems.
Candidates are evaluated on their ability to design and execute automated playbooks, prioritize response
steps, integrate orchestration tools, and manage case lifecycles efficiently to streamline escalation and
resolution processes.

Topic 3

Data Management: This section of the exam measures the skills of Security Analysts and focuses on
effective data ingestion, log management, and context enrichment for threat detection and response. It
evaluates candidates on setting up ingestion pipelines, configuring parsers, managing data normalization,
and handling costs associated with large-scale logging. Additionally, candidates demonstrate their ability to
establish baselines for user, asset, and entity behavior by correlating event data and integrating relevant
threat intelligence for more accurate monitoring.

Google Cloud Certified - Professional Security Operations Engineer (PSOE)
Exam Sample Questions (Q53-Q58):
NEW QUESTION # 53 
You recently joined a company that uses Google Security Operations (SecOps) with Applied Threat Intelligence enabled. You have
alert fatigue from a recent red team exercise, and you want to reduce the amount of time spent sifting through noise. You need to
filter out IoCs that you suspect were generated due to the exercise. What should you do?

A. Ask Gemini to provide a list of IoCs from the red team exercise.
B. Navigate to the IOC Matches page. Review IoCs with an Indicator Confidence Score (IC-Score) label
>= 80%.
C. Filter IoCs with an ingestion time that matches the time period of the red team exercise.
D. Navigate to the IOC Matches page. Identify and mute the IoCs from the red team exercise.

Answer: D

Explanation:
The IOC Matches page is the central location in Google Security Operations (SecOps) for reviewing all IoCs that have been
automatically correlated against your organization's UDM data. This page is populated by the Applied Threat Intelligence service,
which includes feeds from Google, Mandiant, and VirusTotal.
When security exercises (like red teaming or penetration testing) are conducted, they often use known malicious tools or
infrastructure that will correctly trigger IoC matches, creating "noise" and contributing to alert fatigue. The platform provides a
specific function to manage this: muting.
An analyst can navigate to the IOC Matches page, use filters (such as time, as mentioned in Option B) to identify the specific IoCs
associated with the red team exercise, and then select the Mute action for those IoCs. Muting is the correct operational procedure
for suppressing known-benign or exercise-related IoCs.
This action prevents them from appearing in the main view and contributing to noise, while preserving the historical record of the
match. Option D is a prioritization technique, not a suppression one.
(Reference: Google Cloud documentation, "View IoCs using Applied Threat Intelligence"; "View alerts and IoCs"; "Mute or unmute
IoC") Here is the formatted answer as requested.

NEW QUESTION # 54 
You are implementing Google Security Operations (SecOps) for your organization. Your organization has their own threat
intelligence feed that has been ingested to Google SecOps by using a native integration with a Malware Information Sharing Platform
(MISP). You are working on the following detection rule to leverage the command and control (C2) indicators that were ingested
into the entity graph.



What code should you add in the detection rule to filter for the domain IOCS?

A. $ioc.graph.metadata.entity_type = "D0MAIN_NAME"
$ioc.graph.metadata.source_type = MDERIVED_CONTEXT"
B. $ioc.graph.metadata.entity_type = ,'D0MAIN_NAME*'
$ioc.graph.metadata.source type = "source type unspecified"
C. $ioc.graph.metadata.entity_type = "DOMAlN_NAME"
Sioc.graph.metadata.source_type = "GLOBAL_CONTEXT"
D. $ioc.graph.metadata.entity_type = MDOMAlN_NAME"
$ioc.graph.metadata.scurce_type = "ElfelTYj
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