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H P #553
During a routine audit of network logs, the security administrator discovers remote access logins from a known user during

nonbusiness hours. What is the BEST action for the security administrator to take?

A. Contact systemlevel administrators to request that they investigate.
B. Reconfigure the remote access server to limit login times.

C. Report the user to the Human Resources (HR) department.

D. Remove the remote access privileges of the user.

Ef#: D

B #554
A security architect plans to reference a Mandatory Access Control (MAC) model for implementation. This indicates that which of
the following properties are being prioritized?

e A. Accessibility
¢ B. Availability

¢ (. Confidentiality
e D. Integrity

EfE: C

A -

According to the CISSP Official (ISC)2 Practice Tests, the property that is prioritized by a Mandatory Access Control (MAC)
model for implementation is confidentiality. Confidentiality is the property that ensures that the data or information is only accessible
or disclosed to the authorized parties, and is protected from unauthorized or unintended access or disclosure. A MAC model is a
type of access control model that grants or denies access to an object based on the security labels of the subject and the object, and
the security policy enforced by the system. A security label is a tag or a marker that indicates the classification, sensitivity, or
clearance of the subject or the object, such as top secret, secret, or confidential. A security policy is a set of rules or criteria that
defines how the access decisions are made based on the security labels, such as the Bell-LaPadula model or the Biba model. A
MAC model prioritizes confidentiality, as it ensures that the data or information is only accessible or disclosed to the subjects that
have the appropriate security labels and clearance, and that the data or information is not leaked or compromised by the subjects
that have lower security labels or clearance. Integrity is not the property that is prioritized by a MAC model for implementation,
although it may be a property that is supported or enhanced by a MAC model. Integrity is the property that ensures that the data or
information is accurate, conmplete, and consistent, and is protected from unauthorized or unintended modification or corruption. A
MAC model may support or enhance integrity, as it ensures that the data or information is only modified or corrupted by the
subjects that have the appropriate security labels and clearance, and that the data or information is not altered or damaged by the
subjects that have lower security labels or clearance. However, a MAC model does not prioritize integrity, as it does not prevent or
detect the modification or corruption of the data or mformation by the subjects that have the same or higher security labels or
clearance, or by the external factors or events, such as errors, failures, or accidents. Availability is not the property that is prioritized
by a MAC model for implementation, although it may be a property that is supported or enhanced by a MAC model. Availability is
the property that ensures that the data or information is accessible and usable by the authorized parties, and is protected from
unauthorized or unintended denial or disruption of access or use. A MAC model may support or enhance availability, as it ensures
that the data or nformation is accessible and usable by the subjects that have the appropriate security labels and clearance, and that
the data or information is not denied or disrupted by the subjects that have lower security labels or clearance. However, a MAC
model does not prioritize availability, as it does not prevent or detect the denial or disruption of access or use of the data or
mformation by the subjects that have the same or higher security labels or clearance, or by the external factors or events, such as
attacks, failures, or disasters. Accessibility is not the property that is prioritized by a MAC model for implementation, as it is not a
security property, but a usability property. Accessibility is the property that ensures that the data or information is accessible and
usable by the users with different abilities, needs, or preferences, such as the users with disabilities, impairments, or limitations.
Accessibility is not a security property, as it does not protect the data or information from unauthorized or unintended access,
disclosure, modification, corruption, denial, or disruption. Accessibility is a usability property, as it enhances the user experience and
satisfaction of the data or information.

H A #555
According to best practice, which of the following is required when implementing third party software in a production environment?

e A Contract the vendor for patching
e B. Scan the application for vulnerabilities



e C. Escrow a copy of the software
¢ D. Negotiate end user application training

IEf#: B

R -

According to best practice, one of the requirements when implementing third party software in a production environment is to scan
the application for vulnerabilities. Vulnerabilities are weaknesses or flaws in the software that can be exploited by attackers to
compromise the security, functionality, or performance of the system or network. Scanning the application for vulnerabilities can help
to identify and mitigate the potential risks, ensure the compliance with the security policies and standards, and prevent the
introduction of malicious code or backdoors. Contracting the vendor for patching, negotiating end user application training, and
escrowing a copy of the software are all possible requirements when implementing third party software in a production environment,
but they are not the most essential or best practice requirement of doing so. References: CISSP All-in-One Exam Guide, Eighth
Edition, Chapter 8, Software Development Security, page 1018. Official (ISC)2 CISSP CBK Reference, Fifth Edition, Chapter 8,
Software Development Security, page 1040.

H M #556

A new employee formally reported suspicious behavior to the organization security team The report claims that someone not
affiliated with the organization was inquiring about the member's work location, length of employment, and building access controls.
The employee's reporting is MOST likely the result of which of the following?

A. security awareness
B. Phishing

C. Security engneering
D. Risk avoidance

Ef: A

fEE L

Security awareness is the knowledge and understanding of security threats, risks, and best practices that enable users to protect
themselves and the organization from cyberattacks. Security awareness training is a program that educates users on how to
recognize and respond to various types of security incidents, such as phishing, social engineering, malware, ransonmware, etc. The
employee's reporting of the suspicious behavior is most likely the result of security awareness training, as it shows that the employee
was able to identify a potential social engineering attempt and report it to the security team. Risk avoidance is a strategy that involves
avoiding or eliminating activities or assets that pose a high level of risk to the organization. Risk avoidance does not explain the
employee's reporting of the suspicious behavior, as it is not related to the incident. Security engineering is the application of
engineering principles and practices to design and implement secure systems and processes. Security engineering does not explain
the employee's reporting of the suspicious behavior, as it is not related to the incident. Phishing is a type of social engineering attack
that uses fraudulent emails or websites to trick users into revealing sensitive information or installing malware.

Phishing is not the result of the employee's reporting, but rather the possible motive of the suspicious behavior. References: CISSP
All-in-One Exam Guide, Eighth Edition, Chapter 1: Security and Risk Management, p. 34-35. Official (ISC)2 CISSP CBK
Reference, Fifth Edition, Domain 1: Security and Risk Management, p. 51-52.

H R #557
In software development, which of the following entities normally signs the code to protect the code integrity?

A. The developer

B. The organization developing the code
C. The quality control group

D. The data owner

IEfE: B

A -

The developer is the entity responsible for writing, building, and/or submitting the code that will be signed. This entity maintains a
secure development environment, including the source code repository, and will submit code to the signer after it has completed the
organization's software development and testing processes.

The signer is the entity responsible for managing the keys used to sign software. This role may be performed by the same
organization that developed or built the software, or by an independent party able to vouch for the source of the code.
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