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Priifungsfragen mit Losungen (Q20-Q25):

20. Frage
In Active FTP who sends the PORT command?

A. The FTP Server

B. The FTP Client

C. There is no PORT command in Active FTP
D. Both

Antwort: B

Begriindung;

In Active FTP, the client sends the PORT command to the server, specifying an ephemeral port for the server to initiate the data
connection back to the client. This distinguishes Active FTP from Passive FTP, where the server provides the port. The server does
not send PORT, and the command is a key part of Active FTP. Exact extract: "In Active FTP, the client sends a PORT command
to the server, specifying the IP address and port number for the data connection... The server then initiates the data connection to the
client's specified port."

21. Frage
Which of the following are request methods in HTTP?

A.RETR
B. HEAD
C.LIST
D. GET

Antwort: B,D

Begrindung;

HTTP defines standard request methods, including GET (retrieve a resource) and HEAD (retrieve headers only). LIST and RETR
are not standard HTTP methods; RETR is used in FTP, and LIST is not a recognized method in either protocol. The original
document incorrectly lists only A, omitting C. Exact extract: "HTTP supports several request methods, including GET, HEAD,
POST, PUT, DELETE, etc... GET retrieves a resource, while HEAD retrieves only the headers without the body content."

22. Frage
Which FortiGate command displays the current routing table?

A. get router info routing-table all
B. show router status

C. diagnose netlink route list

D. get systemroute

Antwort: A

Begriindung;

The 'get router info routing-table all command displays the FortiGate's current routing table, including all active routes and their
details. Options B, C, and D are not valid or specific for this purpose. Exact extract:

"Use 'get router info routing-table all' to display the complete routing table, showing destination, gateway, interface, and metric for all
routes."

23. Frage
Which of these BGP paths will be the preferred one ?

A. Prefer the path with the lowest Multi- Exit Discrimnator (MED)

B. Prefer the path with the highest Local Preference value

C. Prefer External path (learned via EBGP) over Internal path (IBGP)
D. Prefer the path with the shortest AS Path



Antwort: B

Begrindung;

BGP path selection follows a specific order of attributes to determine the best path. The process prefers the path with the highest
local preference first, as it is one of the earliest steps in the decision process. Local preference is used within an AS to influence
outbound traffic. Only if local preferences are equal does it move to the next criteria, such as shortest AS path. The AS path length is
considered after local preference, MED after that, and eBGP over iBGP even later. Therefore, among the options, the highest local
preference (D) is the most preferred criterion. The original document's answer B is incorrect based on standard BGP selection rules
implemented in Fortinet. Exact extract: This article describes the BGP route selection process. Scope FortiGate. Solution Consider
only routes with no AS loops and a valid next hop. BGP makes routing decisions based on path, network policies and rulesets ...
select the route with the lowest router ID as the best path. Network. Type. To achieve this, multiple route selection techniques can
be used. Some are protocol- agnostic (for example, weight) and others are protocol-specific (for example ...).

24. Frage
‘What happens when a FortiGate detects a SYN flood attack?

A. Tt enables proxy-based inspection

B. It redirects traffic to a backup gateway
C. It drops all ncoming packets

D. It applies rate limiting to SYN packets

Antwort: D

Begrindung;

When FortiGate detects a SYN flood attack, it applies rate limiting to SYN packets via a DoS policy, dropping excessive packets
to mitigate the attack. It does not drop all packets (A), enable proxy inspection (B), or redirect traffic (D). Exact extract: "FortiGate
mitigates SYN flood attacks using DoS policies, which apply rate limiting to SYN packets to prevent overwhelming the system."
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