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NEW QUESTION # 25
‘Which of'the following tools is commonly used to identify misconfigurations in web applications?

A. Wireshark
B. Metasploit
C. Nmap
D. Nikto

Answer: D

NEW QUESTION # 26
While testing a web application with Burp Suite, you identify that a specific parameter might be vulnerable to SQL injection. What
should you do next?

A. Report the issue without further testing

B. Block the server's IP to prevent exploitation

C. Modify unrelated parameters in the same request

D. Use SQLmap to automate the exploitation of the parameter

Answer: D

NEW QUESTION # 27
You discover that the web server is using an outdated version of Apache with known vulnerabilities. What should you recommend?

A. Ignore the issue if no active attacks are detected
B. Configure directory listing for better visibility

C. Update the Apache server to the latest version
D. Disable HTTPS on the server

Answer: C

NEW QUESTION # 28
Which types of SQL injection attacks exist? (Choose two)

A. DNS-based SQL injection

B. Stored SQL mjection

C. Session-based SQL injection
D. Time-based blind SQL injection

Answer: B,D

NEW QUESTION # 29
Which of the following are examples of web application misconfigurations? (Choose two)

A. Implementation of multi-factor authentication
B. Strong password policies

C. Enabled verbose error messages

D. Exposed default files and directories

Answer: C,D

NEW QUESTION # 30
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