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Northern Trail Outfitters (NTO) wants its customers to use phone numbers to log in to their new digital portal, which was designed
and built using Salesforce Experience Cloud. In order to access the portal, the user will need to do the following:

1. Enter a phone number and/or email address

2. Enter a verification code that is to be sent via email or text.

What is the recommended approach to fulfill this requirement?

A. Create a custom login page with an Apex controller. The controller has logic to send and verify the identity.

B. Create a Login Discovery page and provide a Logn Discovery Handler Apex class.

C. Create an authentication provider and implement a self-registration handler class.

D. Create a custom login flow that uses an Apex controller to verify the phone numbers with the company's verification
service.

ZX: B

fE AR

Explanation

To allow customers to use phone numbers to log in to their new digital portal, the identity architect should create a Login Discovery
page and provide a Login Discovery Handler Apex class. A Login Discovery page is a custom page that allows users to enter their
phone number or email address and receive a verification code via email or text. A Login Discovery Handler is a class that
implements the Auth.LoginDiscoveryHandler interface and defines how to handle the user input and verification code. This approach
can provide a passwordless login experience for the customers. References: Login Discovery, Create a Login Discovery Page

R RE #101

Universal Containers is designing an identity architecture that mvolves integrating Salesforce with an external directory service. The
external directory service will act as the central repository for user authentication and authorization across multiple systems within the
organization.

‘Which approach should be evaluated to establish trust between Salesforce and the external directory service?

A. Utilizing email-based verification for user authentication across the systens.

B. Implementing a federated identity solution based on SANL (Security Assertion Markup Language).
C. Enforcing IP-based access restrictions for Salesforce and the external directory service.

D. Using a shared database table to synchronize user credentials between the two systemns.

Z%: B

fE RS A -

When an external directory service is intended to remain the central source for authentication and authorization across systes, the
right architecture to evaluate is federation rather than password synchronization or database sharing. SAML is one of the standard
ways Salesforce establishes that federated trust with an enterprise identity system Email verification and IP restrictions can
complement security, but they do not create single sign-on or shared identity trust. A shared credential table is also not an acceptable
identity architecture. The important design principle is that Salesforce should trust the external identity service through standards-
based federation and allow that system to remain authoritative for authentication.

That is precisely the problem SAML-based federation is designed to solve. This is why option D is the best answer in Salesforce
terns.

PR #102
Northern Trail Outfitters (NTO) uses the Customer 360 Platform implemented on Salesforce Experience Cloud. The development
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team in charge has learned of a contact lessuser feature, which can reduce the overhead of managing customers and partners by
creating users without contact information.
What is the potential impact to the architecture if NTO decides to implement this feature?

¢ A Passivordless authentication can not be supported because the mobile phone receiving one-time password (OTP) needs to
match the number on the contact record.

¢ B. Ifcontactless user is upgraded to Community license, the contact record is automatically created and linked to the user
record, but not associated with an Account.

¢ C. Customregistration handler is needed to correctly assign External Identity or Community license for the newly registered
contactless user.

¢ D. Contactless user feature is available only with the External Identity license, which can restrict the Experience Cloud
functionality available to the user.

EX: D

i RE S«

Contactless users in Experience Cloud are tied to a narrower external identity model than full commumity users associated with
contacts. That is the important architectural tradeoff. The feature can reduce overhead for certain external identity scenarios, but it
also limits what license model and functionality are available. In practice, architects need to recognize that contactless users are
associated with External Identity use cases rather than the richer Experience Cloud collaboration capabilities that depend on
account-contact relationships. That is why the decision affects portal design, entitlement options, and downstream business
processes. The right answer focuses on the license and capability limitation, not on speculative behavior about passwordless login or
automatic contact creation during a later license change. This is why option C is the best answer in Salesforce terns.

i RE #103

An administrator created a connected app for a custom wet) application in Salesforce which needs to be visible as a tile in App
Launcher The tile for the custom web application is missing in the app launcher for all users in Salesforce. The administrator
requested assistance from an identity architect to resolve the issue.

Which two reasons are the source of the issue?

Choose 2 answers

A. The connected app is not set in the App menu as "Visible in App Launcher".

B. OAuth scope does not include "openid".

C. StartURL for the connected app is not set in Connected App settings.

D. Session Policy is set as 'High Assurance Session required' for this connected app.

ER: AC

fRRER A

Explanation

The StartURL for the connected app is required to specify the landing page for the app. The connected app must also be set as
visible in the App Launcher to appear as a tile for users. References: Connected App Basics, Manage Connected Apps

PR #104

Northern Trail Outfitters (NTO) believes a specific user account may have been compromised. NTO inactivated the user account
and needs to perform a forensic analysis and identify signals that could indicate a breach has occurred.

What should NTO's first step be in gathering signals that could indicate account compromise?

A. download the Setup Audit Trail and review all recent activities performed by the user.

B. download the Login history and evaluate the details of topics performed by the user.

C. download the identity provider Event log and contact the details of activities performed by the user.
D. Review the User record and evaluate the login and transaction history.

£%: B

fE R A -

‘When an account may be compromised, the first Salesforce-native source to review is Login History. It shows authentication
attempts, source IP addresses, login status, browser and platform information, and the methods used to access the org. That makes
it the most direct starting point for identifying suspicious access patterns or confirming when and how a user session was established.



Setup Audit Trail tracks administrative configuration changes, not end-user sign-in behavior, and the user record itself doesn't
provide the same detailed authentication trail. In a forensic workflow, the early question is usually "did someone log in, from where,
and by what method?" Login History is the fastest place to answer that inside Salesforce. This is why option B is the best answer in
Salesforce terns.
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