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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q186-Q191):

NEW QUESTION # 186
You have a Microsoft 365 ES subscription that contains a Microsoft SharePoint Online site named Sitel.
Site1 contains the files shown in the following table.

In the Microsoft Purview portal, you create a content search named Conlent1 and configure the search conditions as shown in the
following exhibit.
Which files will be returned by Content1?

A. Filel .docx, File2.docx, and File3.docx
B. File2.docx only

C. Filel.docx and File2.docx only

D. File3.docx only

E. Filel .docx and File3.docx only

Answer: B
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Explanation:

The content search uses the KQL editor with the query - Author:USER1. In eDiscovery/Content search, the minus sign denotes
NOT and KQL is case-insensitive for property values. Therefore, this query returns iterms whose Author is not 'Userl'.
Filel.docx # Author = User] # excluded

File2.docx # Author = User2 # included

File3.docx # Author = USERI (same as Userl, case-insensitive) # excluded Result: File2.docx only.

Reference: Microsoft Search (KQL) property restrictions and case-insensitive behavior for queries in content search.

NEW QUESTION # 187

You have a Microsoft 365 ES subscriptions.

You deploy Microsoft Purview Data Security Posture Management for Al (DSPM for Al).

You need to edit the default policies created as part of the deployment.

Which two Microsoft Purview solutions should you use? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Insider Risk Management
B. DSPMforAl

C. Information Protection

D. Data Loss Prevention

E. Compliance Manager

F. Data Lifecycle Management
G. Information Barriers

Answer: C,D

NEW QUESTION # 188

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site! and the data loss prevention
(DLP) policies shown in the following table.

The DLP rules are configured as shown In the following table.

All the policies are assigned to Sitel.

You need to ensure that if a user uploads a document to Site1 that matches all the rules, the user will be shown the Tip 2 policy tip.
‘What should you do?

A. Prevent additional processing of the policies if there is a match for Rule2
B. Change the priority of DLP2 to 3.
C. Change the priority of DLP2 to 0.
D. Enable additional processing of the policies if there is a match for Rulel.

Answer: C

Explanation:

Current setup:

DLP1 (priority 0, Rulel) # Stop processing additional rules enabled # means if Rule1 matches, later rules (including Rule2 with
Tip2) will never be evaluated.

Requirement: Ensure that if all rules match, the user sees Tip2 (Rule2's policy tip).

To fix this: Move DLP2 above DLP1 in priority (i.e., set DLP2 = priority 0). Then Rule2 will be evaluated first, and its policy tip
(Tip2) will be displayed.

‘Why not others?

B). Prevent additional processing of the policies if there is a match for Rule2: That would stop processing later, but DLP1 would still
block earlier due to its higher priority.

C). Change the priority of DLP2 to 3: That pushes it even lower, making it worse.

D). Enable additional processing for Rule1: Rule1 already has stop processing enabled. Changing that does not ensure Rule2 runs
before Rulel, because priority is evaluated first.

Reference:

Microsoft Learn: Order of rule processing in DLP

# Policies with lower priority numbers run first, and "Stop processing" ends evaluation.



NEW QUESTION # 189

You have Microsoft 365 ES subscription that uses data loss prevention (DLP) to protect sensitive information.
You have a document named Form.docx.

You plan to use PowerShell to create a document fingerprint based on Formdocx.

You need to first connect to the subscription.

‘Which cimdlet should you run?

A. Connect-MgGraph

B. Connect-ExchangeOnline
C. Connect-IPPSSession
D. Connect-SPOService

Answer: C

Explanation:

Currently, you can create a document fingerprint only in Security & Compliance PowerShell, and Connect-IPPSSession is how you
comnect to it.

https:/learn.microsoft.com/en-us/purview/document- fingerprintingfcreate-a-custom-sensitive- information-type-based-on-
document-fingerprinting-using-powershell

https:/learn.microsoft.com/en-us/powershell/module/exchange/connect-

ippssession?view—=exchange-ps

NEW QUESTION # 190

You have a Microsoft 365 ES subscription.

You are implementing insider risk management.

Youneed to maximize the amount of historical data that is collected when an event is triggered.
What is the maximum number of days that historical data can be collected?

A0
B. 1
C.2
D.3

Answer: D

NEW QUESTION # 191
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