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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q91-Q96):

NEW QUESTION # 91

The SD-WAN overlay template helps to prepare SD-WAN deployments. To complete the tasks performed by the SD-WAN
overlay template, the administrator must perform some post-run tasks.

‘What are two mandatory post-run tasks that must be performed? (Choose two.)

A. Create policy packages and assign them to the branch devices.

B. Assign a hub id metadata variable to each hub device.

C. Configure SD-WAN rules.

D. Assign an sdwan_id metadata variable to each device (branch and hub).

E. Configure routing through the overlay tunnels created by the SD-WAN overlay tenplate.

Answer: A,C

Explanation:
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On page 76 in the Study Guide:

"You must define a unique branch ID value for each branch device"
"Mandatory . . .

- Configure the SD-WAN rules by editing the SD-WAN template
- Create policy packages for branch and hub devices"

NEW QUESTION # 92
Refer to the exhibit.
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The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and noticed the behavior
shown in the diagram

‘When the LAN clients located behind FGT1 establish a session to a server behind DC-1, the admmistrator observes that, on DC-1,
the reply traffic is routed overT2. even though T1 is the preferred member in the matching SD-WAN rule.

What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best performance?

A. Enable snat-route-change under config system global.

B. Enable reply-session under config system sdwan.

C. Enable auxiliary-session under config system settings.

D. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.

Answer: B

Explanation:

‘When asymmetric routing is observed (such as reply traffic not following the optimal path), the solution is:

"The auxiliary-session feature, enabled under config system settings, allows FortiGate to consider muiltiple egress interfaces for reply
traffic, not just the original ingress interface. This is crucial for SD-WAN environments where the best path may differ between
forward and return directions, especially when performance or policy rules are dynamically evaluated." Activating this ensures reply
traffic is always sent on the member with the best real-time metrics.

Reference:

[FCSS SDW_AR-7.4 1-0.docx Q23]

FortiOS 7.4 CLI Reference, "auxiliary-session for SD-WAN Path Optimization"

NEW QUESTION # 93

Refer to the exhibit. The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate
device that supports hardware offloading,

Based on the information shown in the exhibits, which two conclusions can you draw? (Choose two.)



Session details

# diagnose sys session list

session info: proto=6é proto_state=01 duration=39 expire=3593 timeout=3&00
flages=00000000

socktype=0 sockport=0 av_idxe=0 use=4

state=may dirty npu

orgin-»>sink: org pre->post, reply pre->post dev=7->5/5->7 gwy=
10.10.10.1/10.9.31.160

hook=pre dir=org act=ncop 10.9.31.160:7932->10.0.1.7:22(0.0.0.0:0)
hook=post dir=reply act=noop 10.0.1.7:22->10.9.31.160:7832(0.0.0.0:0)

.::ﬁi m (0,0), 0o/ (0,0)
misc=0 yl d : info=0 chk _client_info=0 wd=0

serial=00045e02 tos=ff/ff app list=0 app=0 url_cat=0

sdwan_mbr_seq=l sdwan_servic_id=l

rpdb_link_id=800000000 rpdb_svc_id=0 ngfwid=n/a

npu_state= x4000c00

npu info: flag=0x81/0x81, offlcad=8/8, ips_offload=0/0, epid=64/76, ipid=
T6/64,

vian=0x0000/0x0000

vlifid=76/64, vtag_in=0x0000/0x0000 in npu=1/1, ocut_npu=1/1, fwd en=0/0,
qgid=2/2

reflect info 0:

dev=T->6/6->7

npu_state=0x4000800

npu info: £flag=0x00/0x81, offload=0/8, ips_offload-0/0, epid-0/76, ipid=
0/65, wvlan=0x0000/0x0000

vlifid=0/65, wvtag_in=0x0000/0x0000 in npu=0/1, out_npu=0/1, fwd en=0/0,
gid=0/2

total reflect session num: 1

total session 1

§# diagnose netlink interface list
if=portl family=00 type=l index=5 mtu=1500 link=0 master=0

if=port2 family=00 type=1 index=¢ mtu=1500 link=0 master=0
if=port3 family=00 type=1 index=7 mtu=1500 link=0 master=0

A. The original direction of the symimetric traffic flows from port3 to port2.
B. By default, FortiGate offloads symmetric and asymmetric flows.

C. The reply direction of the asymmetric traffic flows from port2 to port3.
D. The auxiliary session can be offloaded to hardware.

Answer: C,D

Explanation:

The session output shows reflect info: dev=7->6/6->7. From the netlink list, index 6 = port2 and 7

= port3, so the reply direction of the asymmetric (auxiliary) session is port2 — port3.

The auxiliary session has npu info ... offload=8/8 (non-zero), indicating it can be offloaded to hardware.

NEW QUESTION # 94
Exhibit.
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Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUIL. What can you conclude about the zone
and member configuration on this device?

A. The underlay zone contains three members.

B. The overlay-factories zone contains no member.

C. You can move HUBI-VPN3 fromthe HUBI zone to the overlay-shops zone.
D. You can delete the virtual-wan-link zones.

Answer: B

Explanation:

In the SD-WAN GUI, the absence of members in a zone is visually represented, and the Fortinet guide confirns:

"Ifa zone such as overlay-factories contains no members, it will be displayed as empty in the SD-WAN GUI. This may occur when
the zone is reserved for future expansion, or if members have been temporarily removed for maintenance or reconfiguration. Traffic
cannot be steered via an empty zone until at least one SD-WAN member is added." Such visual cues help operators quickly assess
configuration status and readiness.

NEW QUESTION # 95
Refer to the exhibit.



SD-WAN overlay template

Install Preview of fgt1 Ox

Assigned Devices fgt1 (root)

config vpn ipsec phasel-interface
edit "VPN1"
set type dynamic
set interface “portl”
set ike-version
set dpd on .
et comments "VPN: VPNL [Created by IPSEC Template)
6-5ha256

et auto-discovery-sender enable
u\’lni start-ip IPH‘I?RI
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set network-overlay enable
et network-id 5

The admmnistrator used the SD-WAN overlay template to prepare an [Psec tunnels configuration for a hub-and-spoke SD-WAN
topology. The exhibit shows the FortiManager installation preview for one FortiGate device.
Based on the exhibit, which statement best describes the configuration applied to the FortiGate device?

C. It is a hub device. It can send ADVPN shortcut offers.

Answer: C

Explanation:

A. Tt is a spoke device that establishes dynamic IPsec tunnels to the hub It can send ADVPN shortcut requests.
B. It is a spoke device that establishes dynamic [Psec tunnels to the hub. The local subnet range is 10.10.128.0/23.

D. It is a hub device. It will automatically discover the spoke devices and add them to the SD-WAN topology.

The FortiManager SD-WAN overlay template preview, as described in the document, indicates:

"When the device is acting as a hub, the configuration enables the sending of ADVPN shortcut offers to spokes. This means the hub
can facilitate on-demand dynamic shortcut tunnel creation between spokes, improving performance for branch-to-branch
communication by bypassing the hub for nter-branch traffic after mitial discovery." Such a role is critical in scalable ADVPN

topologies, enabling hub devices to optimize overlays dynamically.

NEW QUESTION # 96
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