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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q138-Q143):

NEW QUESTION # 138
Ifthere are gaps in network logging data, what can you do?

A. Nothing. There are simply limitations around the data that can be logged in the cloud.
B. Nothing. The cloud provider must make the information available.

C. Ask the cloud provider to open more ports.

D. Ask the cloud provider to close more ports.

E. You can instrument the technology stack with your own logging,

Answer: E
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NEW QUESTION # 139
‘What technology is commonly used to establish an encrypted tunnel between a remote user's device and a private network over the
public Internet?

A. Virtual Local Area Network (VLAN)
B. Virtual Private Network (VPN)

C. Network Address Translation (NAT)
D. Domain Name System (DNS)

Answer: B

Explanation:

Correct Option: A. Virtual Private Network (VPN)

A Virtual Private Network (VPN) is a widely used technology that enables secure communication over untrusted networks like the
public Internet. It works by creating an encrypted tunnel between the user's device and the internal private network, thereby ensuring
data confidentiality, integrity, and authentication.

From CSA Security Guidance v4.0 - Domain 7: Infrastructure Security:

"Remote access solutions, such as VPN, are commonly used to provide users with secure access to cloud or on-premises
resources. VPN create encrypted tunnels that protect data in transit, preventing unauthorized disclosure or tampering over public
networks."

- Domain 7: Infrastructure Security, CSA Security Guidance v4.0

This makes VPNs a fundamental security control when users are working remotely and need access to sensitive or internal systerns.
Why the Other Options Are Incorrect:

B . Domamn Name System (DNS)

> DNS translates domain names to [P addresses. It does not provide encryption or secure tunneling,

C . Network Address Translation (NAT)

> NAT modifies IP address information but does not encrypt data or create tunnels.

D. Virtual Local Area Network (VLAN)

> VLANSs segment network traffic within a LAN. They do not secure remote communications over the Internet.

NEW QUESTION # 140
One of'the key technologies that have made cloud computing viable is:

A. Storage controllers

B. Distributed networking
C. Virtualization

D. VLANs

Answer: C

Explanation:
Virtualization technologies enable cloud computing to become a real and scalable service offering due to the savings, sharing, and
allocations of resources across multiple tenants and environments.

NEW QUESTION # 141
Like security and compliance. BC/DR is not a shared responsibility.

o A. True
e B. False

Answer: A

Explanation:

This is True

Like security and compliance, BC/DR is a shared responsibility. There are aspects that the cloud provider has to manage, but the
cloud custorrer is also ultimately responsible for how they use and manage the cloud service. This is especially true when planning for
outages of the cloud provider (or parts of the cloud provider's service).

Ref Reference: CSA Security GuidelinesV.4(reproduced here for the educational purpose)



NEW QUESTION # 142
Which of'the following is key component of regulated PII components?

A. Mandatory Breach Reporting

B. Data disclosure

C. E-discovery

D. Cloud Service Provider Consent

Answer: A

Explanation:

The key component and differentiator related to regulated PII is mandatory breach reporting requirements. At present. 47 states and
territories within the United States, including the District of Columbia. Puerto Rico. and the Virgin Islands, have legislation in place
that requires both private and government entities to notify and inform individuals of any security breaches nvolving PII.

NEW QUESTION # 143

When you take Cloud Security Alliance CCSK practice exams again and again you get familiar with the Certificate of Cloud
Security Knowledge v5 (CCSKv5.0) (CCSK) real test pressure and learn to handle it for better outcomes. Features of the web-
based and desktop CCSK Practice Exams are similar. The only difference is that the Certificate of Cloud Security Knowledge v5
(CCSKwv5.0) (CCSK) web-based version works online.
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