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PR #44

As a DevOps engineer working on an OCI project, you're setting up a deployment pipeline to automate your application
deployments.

Which statement is false about deployment pipeline in OCI DevOps?

¢ A Youcanadd a Wait stage that adds a specified duration of delay i the pipeline.

¢ B. Using deployment pipeline, you can deploy helm charts in OCI Function.

¢ C. Youcan add an Approval stage that pauses the deployment for a specified duration for manual decision from the
approver.

¢ D. Youcanadd a Traffic Shift stage that routes the traffic between two environments.
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Helm charts are used to manage Kubernetes deployments, not OCI Functions. Helm charts are deployed to Kubernetes clusters,
such as OCI Container Engine for Kubernetes (OKE), to manage containerized applications. OCI Functions are serverless and do
not use Helm charts for deployment.

P& #45
As a DevOps engineer working on managing clusters on the OCI platform for your organization, which statement is true about
managing cluster add-ons in OCI OKE Cluster?

¢ A. When you disable a cluster add-on using the console, the add-on is completely removed from the cluster.

¢ B. When creating a new cluster, essential cluster add-ons are set to manually update.

¢ C. When enabling a cluster add-on, you cannot configure the add-on by specifying one or more key/value pairs to pass as
arguments to the cluster add-on.

e D. When creating a new cluster, essential cluster add-ons cannot be disabled.

ZX: D

R RE RS A :

Essential cluster add-ons are required for the basic finctioning of the Kubernetes cluster and cannot be disabled during cluster
creation. These add-ons provide necessary features such as core DNS, networking, and other critical functionalities for the cluster's
operation.

PR #46
What is the correct approach to upgrade an Oracle Container Engine for Kubernetes (OKE) Cluster to a newer version of
Kubernetes?

A. Upgrade the node pools one at a time, then once all node pools are upgraded, upgrade the control plane.
B. Upgrade the control plane, then upgrade the node pools.

C. Inttiate the automated upgrade process using the OCI Console, CLI, or APL.

D. Initiate the control plane and node pool upgrades simultaneously.
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The correct approach to upgrade an Oracle Container Engine for Kubernetes (OKE) cluster involves first upgrading the Kubernetes
control plane, followed by upgrading the node pools. The control plane must be upgraded first to ensure compatibility with newer
versions of Kubernetes, as node pools rely on the control plane for orchestration and management.

After upgrading the control plane, each node pool is upgraded to match the new Kubernetes version. This phased approach ensures
the cluster remains in a stable state during the upgrade.
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You're using Oracle Cloud Infrastructure (OCI) DevOps service to automate your software releases to release features more
frequently and with fewer errors. While deploying an update to production, one of your deployment stages failed.

What action should you perform in your Deployment Pipeline?

A. Automate back up and use the rerelease stage in the Deployment Pipeline.

B. Roll back the failed stage in the pipeline to the previous successful released version
C. Use OCI DevOps Trigger and Rerun tool to avoid downtime.

D. Add Rescue and Trigger stages to automatically trigger the failed deployment.
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When a deployment stage fails in a OCI DevOps Deployment Pipeline, the recommended approach is to roll back to the previous
successful version to ensure that the production environment remains in a stable state. This approach minimizes disruption and
ensures that your system continues to function properly while the issue with the failed deployment is investigated and fixed.
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As an engineer building and deploying applications using an OCI DevOps project, which two capabilities can help ensure the

security and reliability of the code in the build and deployment pipelines? (Choose two.)

A. Using version control tools like Git or SVN to track and manage changes in the codebase

B. Using JIRA to track user stories and bug fixes in the development process

C. Using third-party tools like Ansible, Terraform, or OverOps to analyze code for security defects or bugs in code quality
D. Using third-party tools like Sonatype, SonarQube, or OverOps to analyze code for security defects or bugs in code
quality

¢ E. Using Application Dependency Management (ADM) to identify security weaknesses in software applications by checking
their dependencies

Z%: DE

B RE S B -

Application Dependency Management (ADM) is a tool used to identify security weaknesses in software applications by analyzing
their dependencies. Dependencies can often introduce vulnerabilities, and managing them properly is a critical part of ensuring
application security.

Third-party tools like Sonatype and SonarQube can be used to analyze code for security defects or bugs in code quality. These
tools help in identifying vulnerabilities, code smells, and other issues, which can improve the overall security and reliability of the code
during the build process.
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