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¢ Deploying Harmony Endpoint Data Security Protection: In this domain, CheckPoint Security
=x 1 Administrators will demonstrate their skills in deploying data security protections within Harmony Endpoint.

This includes configuring data loss prevention strategies and ensuring data integrity across endpoints.

¢ Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
=x 2 Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to
effectively configure and manage security policies across endpoint devices.

¢ Introduction to Harmony Endpoint: This section measures the skills of CheckPoint Security Administrators
=x 3 about the findamental concepts of Harmony Endpoint. It introduces candidates to the capabilities of the
Harmony Endpoint solution, which is designed to protect endpoint devices from various cyber threats.

¢ Troubleshooting: In this final section, CheckPoint Security Administrators will demonstrate their
=X 4 troubleshooting skills related to Harmony Endpoint. This involves identifying and resolving issues that may
arise during deployment or operation of the endpoint security solution.

¢ Harmony Endpoint Management as a Service: This section targets Harmony Endpoint Security
=X 5 Professionals, focusing on managing endpoint security as a service. It covers the cloud-based management
capabilities of Harmony Endpoint, allowing for scalable deployment and policy management.

e Advanced Threat Prevention: CheckPoint Security Administrators will be assessed in this area, which
= 6 covers advanced techniques for preventing sophisticated threats. This includes leveraging threat intelligence
and proactive measures to safeguard endpoints from emerging cyber risks.
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AE#7
‘Which Endpoint capability ensures that protected computers comply with your organization's requirements and allows you to assign
different security levels according to the compliance state of the endpomnt computer

¢ A Full Disk Encryption

¢ B. Forensics and Anti-Ransomware
e C. Capsule Cloud Conpliance

e D. Compliance Check

He:. D

EE#72
What is the maximum time, that users can delay the installation of the Endpoint Security Client in a production environment?

e A. 48 Hours
e B. 8 Hours
e C. 30 minutes
e D. 2 Hours

HE: A

HEE#73
Where are quarantined files stored?

A. On Management server, under $FWDIR\sba\Remediation\quarantine

B. On client computer, under C:\ProgramData\CheckPoint\Endpoint Security\Remediation\quarantine
C. On client computer, under C:\ProgramData\CheckPoint\Harmony Endpoint Security\quarantine

D. On client computer, under C:\Program Files\CheckPoint\Endpoint Security\Remediation\quarantine
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EE #74
To enforce the FDE policy, the following requirement must be met?

A. The client must obtain an FDE machine-based policy

B. A recovery file must be encrypted

C. The client must obtain an FDE certificate

D. Deployments must consist of at least one post-boot user
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AR #75

The CEO of'the company uses the latest Check Point Endpoint client on his laptop. All capabilities are enabled, and FDE has been
applied. The CEO is on a business trip and remembers that he needs to send some important emails, so he is forced to boot up his
laptop in a public area. However, he suddenly needs to leave and forgets to lock or shut down his computer. The laptop remains
unattended. Is the CEO's data secured?

e A The data is not secured. The laptop was left unlocked in the email client window. Everyone who accesses the laptop,
before it automatically locks, has access to all data.
¢ B. The laptop is not secure because anyone in the local connected Wi-Fi can access the CEO's corporate data.
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e C. The laptop is totally secure since the Endpoint client will automatically detect the emergency and has set the OS in
hibernate mode.

e D. The laptop is using the latest technology for Full Disk Encryption. Anyone who finds the laptop can't access its data due to
the data encryption used.

HE: A

Y.

Full Disk Encryption (FDE) primarily protects data when the computer is turned off or locked. If'the laptop is booted and left
unattended without being locked or shut down, the encryption does not actively protect data at the moment. Anyone who gains
physical access to the device during this time can view and access all open data and applications until the computer auto-locks or is
manually locked.

Exact Extract from Official Document:

"Pre-boot Protection requires users to authenticate to their computers before the computer boots. This prevents unauthorized access
to the operating system using authentication bypass tools at the operating system level or alternative boot media to bypass boot
protection.” This implies that once booted and logged in, the data is accessible if the laptop is left unattended and unlocked.
Reference:Check Point Harmony Endpoint Specialist R81.20 Administration Guide, Section: "Pre-boot Protection'.
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