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Fortinet FCP_FMG_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Troubleshooting: This section covers how to fimiliarize with FortiManager deployment scenarios and
Topic 1 troubleshoot issues related to imports, installations, device-level, ADOM-level, and system+level concerns.

¢ Device Manager: In this domain, the focus is on how to register devices within ADOMs, implement
Topic 2 configuration changes using scripts, and troubleshoot using the revision history.

¢ Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
Topic 3 FortiGuard services and works with the global database ADOM.

¢ Admunistration: This section covers how to understand FortiManager capabilities, perform initial
Topic 4 configurations, and set up administrative domains (ADOM).

¢ Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
Topic 5 revisions, configure workspace mode, and conduct policy imports and installations.
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NEW QUESTION # 33
Exhibit.
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Given the configuration shown in the exhibit, which two statements are true? (Choose two.)

& Remote-FortiGate

A. An admmnistrator can also lock the Local-FortiGate root policy package.
B. FortiManager is in workflow mode.

C. The FortiManager ADOM is locked by the administrator.

D. The FortiManager ADOM workspace mode is set to Normal

Answer: A,D

NEW QUESTION # 34
An administrator has assigned a global policy package to custom ADOMI. Then the admmistrator creates a new policy package.
Fortinet. in the custom ADOM1. What happens to the Fortinet policy package when it is created?

A. You can select the option to assign the global policies.

B. The global policy package is automatically assigned.

C. You nmust assign the global policy package from the global ADOM.
D. Youmust reapply the global policy package to ADOMI.

Answer: B

Explanation:

When a new policy package is created in a custom ADOM (Administrative Domain) that already has a global policy package
assigned to it, FortiManager automatically applies the global policies to the newly created policy package. This means that the global
header and footer policies, which are part of the global policy package assigned to the ADOM, will be automatically included in the
new policy package. This helps ensure consistency in policy enforcement across all policy packages within the ADOM and simplifies
the management of common policies across different devices or sites managed within the same ADOM.

NEW QUESTION # 35
‘What will be the result of reverting to a previous revision version in the revision history?

A. Tt will generate a new version ID and remove all other revision history versions.
B. It win install configuration changes to managed device automatically.

C. It will modify the device-level database.

D. It will tag the device settings status as Auto-Update.

Answer: C

Explanation:

* Option C: It will modify the device-level database. This is correct. Reverting to a previous revision version in the revision history
affects the device-level database by restoring it to the state saved in the selected revision. This ensures that any changes made after
the selected revision are discarded, and the device configuration is returned to the earlier state.

Explanation of Incorrect Options:

* Option A: It will install configuration changes to managed devices automaticallyis incorrect because reverting a revision does not
autormatically push changes to the devices; it merely reverts the configuration on the FortiManager.

* Option B: It will tag the device settings status as Auto-Updateis incorrect because "Auto-Update" is not a status related to the
revision history mechanism

* Option D: It will generate a new version ID and remove all other revision history versionsis incorrect as reverting to a previous
revision does not delete all other versions; it creates a new revision point for tracking.

FortiManager References:



* Refer to the "Revision Management" section in the FortiManager Administration Guide, which provides an overview of how
revisions are managed and utilized for restoring configurations.

NEW QUESTION # 36
You are moving managed FortiGate devices from one ADOM to a new ADOM.
Which statement correctly describes the expected result?

¢ A The shared policy package will not be moved to the new ADOM automatically.

¢ B. Policy packages will be imported into the new ADOM automatically.

¢ C. Any unused objects froma previous ADOM are moved to the new ADOM automatically.
e D. The shared device settings will be installed autormatically.

Answer: A

Explanation:
When you move devices from one ADOM to another ADOM, shared policy packages and objects do not move to the new
ADOM. You will need to import policy packages firom managed devices.

NEW QUESTION # 37
Refer to the exhibit. In the event that the monitored interface for the primary FortiManager device fails, which action must you
perform to return FortiManager high availability (HA) to a working state?
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e A The FortiManager HA failover is transparent to administrators and does not require any additional action.

e B. Manually promote one of the working secondary devices to the primary role, and reboot the old primary device to remove
the peer IP address of'the failed device.

e C. Reconfigure the primary device to remove the peer IP address of the failed device from its configuration.

¢ D. Reboot the current primary device to force a secondary device to become the new primary.



Answer: A

Explanation:
No action is required because of VRRP activated on the HA configuration. The Failover will occur automatically once the monitored
mterface is lost.
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