BHI156-215.82 L5, HBFFIEE B R EHBhR{R
I 156-215.82% K,

HetflixiBMuieE O
scremnpotatons.com l

HAIRTE R YEM156-215 825 7R 55 /128 A AR BIR R IR, RAIEM NIRRT EIS? F—TRE B RIR—#%
B2 NTRFLAKN . B EEIREAE A iGN LR, A —E B ERE. SREBKNETE? £
RETBE A A It RIS ? E AR . AR ERAR RN TE A A2 o N AREERR L T LAIEI® 156-215.825 7405 2 ARt = 1
VCESoftf1156-215.82% & @, R HSEEME%EHEM T UEREBEA. FAGER? BREATEER? HELRE:
R — T RAT LASERRES — T 2% B K demo B AR /R B AT AMERRIE M BRI E 7o R VCESoft i P35 IE .

YEAITRBK —ITHEEE %, CheckPoint 156-215.82:8 58 & Al LA R R B KINIFEE, FiA a5 1ERIE kT LAY
Kiike. A7 eEFERER, FE 52K CheckPoint 156-215.828E BB R L ER), FRELECEAEBBERZ
FHEM. WA, VCESoftte Bt pTE % h A R &H I, HFPDFRRANI156-215.8288 X FFITHEN, J5EHEH,
BB RB I BB 1156-215.82% HiE, THELZKEREE!

>>156-215.825F # % 5 <<

156-215.82:R BB, 156-215.82:8 %

VCESofti i 5 3IOR A E K % S N B R AT BT I o ARAS IR IR A 46 30 PO AR5 R 8 T AR AR By 2 48 T T 26 e
W RSN AMIT MR . AR 3 77 F B RE B CheckPoint 156-215.82 R H .

B CCSA 156-215.82 4 B 5 A H A& (Q285-Q290):

i RE #285
Which two of these Check Point Protocols are used by ?

A. ELA and CPLOG
B. ELA and CPD

C. FWD and CPLOG
D. FWD and LEA

EX: D

i RE LB -

The two Check Pomnt Protocols that are used by are FWD and LEA567. FWD is the Firewall Daemon that handles communication
between different Check Point components, such as Security Management Server, Security Gateway, SmartConsole, etc. LEA is
the Log Export API that allows external applications to retrieve logs from the Security Gateway or Security Management Server.
Therefore, the correct answer is B. FWD and LEA. Border Gateway Protocol - Check Point Software,Check Point IPS
Datasheet, List of valid protocols for services? - Check Point CheckMates

"8 #286
You have discovered suspicious activity in your network. What is the BEST immediate action to take?
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A. Contact ISP to block the traffic.

B. Create a suspicious action rule to block that traffic.

C. Create a policy rule to block the traffic.

D. Wait until traffic has been identified before making any changes.

EX: B

i RE R -

The BEST immediate action to take when you have discovered suspicious activity in your network is to create a suspicious action
rule to block that traffic. A suspicious action rule is a special type of rule that is triggered when a predefined condition is met, such as
a malicious file download, a ransomware attack, or a data exfiltration attempt13. A suspicious action rule can block the traffic,
quarantine the source, or send an alert to the administrator. Creating a policy rule to block the traffic may not be effective if the traffic
does not match the rule criteria or if the policy installation is delayed. Waiting until traffic has been identified before making any
changes may allow the threat to spread or cause more damage. Contacting ISP to block the traffic may not be feasible or timely, and
may also affect legitimate traffic. Check Point R81 Security Gateway Technical Administration Guide,Check Point CCSA - R81:
Practice Test & Explanation | Udemy

i RE #287
Identity Awareness allows easy configuration for network access and auditing based on what three items?

A. Client machine IP address.

B. Log server IP address.

C. Network location, the identity of a user and the identity of a machine.
D. Gateway proxy IP address.

ZR: C

fE A -

Identity Awareness is a blade that enables administrators to define access rules based on the identity of users and machines, rather
than just IP addresses. Identity Awareness allows easy configuration for network access and auditing based on three items: network
location, the identity of a user, and the identity of a machine. Network location refers to the source or destination network segment
of the traffic. The identity of a user refers to the username or group membership of the user who initiates or receives the traffic. The
identity of a machine refers to the hostname or certificate of the machine that initiates or receives the traffic. [Check Point R81
Identity Awareness Admnistration Guide]

[ 8 #288
What are the steps to configure the HTTPS Inspection Policy?

A. Go to Manage&Settings > Blades > HTTPS Inspection > Policy

B. Go to Application&url filtering blade > Hittps Inspection > Policy

C. Go to Application&url filtering blade > Advanced > Hittps Inspection > Policy

D. Go to Manage&Settings > Blades > HTTPS Inspection > Configure in SmartDashboard

BEE: A

fE R A -

The steps to configure the HTTPS Inspection Policy are as follows34:

Go toManage& Settings>Blades>HTTPS Inspection>Policy.

Click onNew HTTPS Inspection Ruleor select an existing rule and click onEdit Rule.

Define theSource, Destination, andActionfor the rule. The action can be eitherlnspect,Bypass, orAsk.

Click onOKand then onlnstall Policyto apply the changes. HTTPS Inspection R81 Administration Guide,Check Point CCSA - R81:
Practice Test & Explanation

R #289
Which of the following is used to mnitially create trust between a Gateway and Security Management Server?

e A Internal Certificate Authority
e B. One-time Password



e C. Token
o D. Certificate

ZX: B

it RE S B -

A one-time password is used to initially create trust between a Gateway and Security Management Server. The administrator
generates a one-time password from SmartConsole and enters it on the gateway command line interface using the cpconfig
command. This establishes a Secure Internal Communication (SIC) between the gateway and the server . The other options are not
used for this purpose. [Configuring Secure Internal Commumication (SIC)], [Check Point CCSA - R81: Practice Test &
Explanation]
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