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e VPN Solutions in Azure: This section of the exam measures skills of a Network Security Engineer and
addresses secure connectivity between Azure and on-premises environments. Candidates will review the

ey 71 different site-to-site VPN options available in Azure, configure tunnels between FortiGate devices and

Azre VPN gateways, and understand how Azure Virtual WAN enhances global connectivity.

¢ Azre Route Server Use Cases: This section of the exam measures skills of a Cloud Engneer and explores

real-world applications of the Azure Route Server. It includes identifying scenarios where Route Server is
bEY 72 used to streamline routing operations, support hybrid connectivity, and improve manageability in complex
network topologies.
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¢ Azure Route Server Concepts: This section of the exam measures skills of a Cloud Engineer and covers

the basics of Azure Route Server. The focus is on understanding what the Azure Route Server is, how it
bEY 73 functions within a virtual network, and how it simplifies the management of dynamic routing by automating
route exchange with network virtual appliances.

¢ High Availability (HA): This section of the exam measures skills of a Network Security Engineer and
focuses on maintaining system resilience within Azure. Candidates are required to demonstrate knowledge

ey 74 of setting up FortiGate-based high availability in Azure, configuring Azure-native load balancing, and

implementing autoscaling features to ensure continuous service availability and optimal performance.

¢ Azure Virtual WAN: This section of the exam measures skills of a Cloud Engineer and explains the
concept and deployment of Azure Virtual WAN. It focuses on building large-scale, optimized, and

hEY 75 autormated branch connectivity with Azure regions and services using virtual WAN hubs, improving cloud-

based networking efficiency and scalability.

e Fortinet Product Deployment: This section of the exam measures skills of a Network Security Engineer and
covers the implementation of Fortinet products within Azure environments. The topics include deploying
individual FortiWeb and FortiGate instances, integrating FortiGate with Azure’s software-defined
networking, and applying best practices for secure and efficient deployments of Fortinet solutions in the
cloud.
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E Y #26

Your organization is in the process of optimizing its Azure network architecture and wants to dynamically manage and exchange
routing information between its virtual networks and on-premises networks.

Which Azure service would help to provide a centralized point for efficient route management and dynamic routing?

A. Azure ExpressRoute
B. Azure Virtual WAN
C. Azure VPN Gateway
D. Azure Route Server

IEf@E: D
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Azure Route Server enables dynamic route exchange using BGP between your Azure virtual network and network virtual appliances
(NVAs) or on-premises networks. It provides a centralized and scalable solution for route management, allowing seamless
integration of routing updates without manual configuration changes.

B #27

‘When you deploy a single FortiGate VM using the available template from the Azure Marketplace, several other resources are also
created.

‘Which two resources, among others, are created during the process? (Choose two.)
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A. One NSG for each interface
B. Two virtual NICs

C. One new route table

D. One VM Scale set

Eﬁ: A\ B

it

Two virtual NICs - The FortiGate Azure Marketplace template deploys the VM with at least two network interfaces: one for the
external/public interface and one for the internal/private interface.

One NSG for each interface - The deployment creates separate Network Security Groups (NSGs) attached to each NIC to control
inbound and outbound traffic as per Fortinet's best practices.

HMA #28
‘What capabilities does Azure Virtual WAN offer?
(Choose Three)
Response:
¢ A Reduced latency for Azure services
¢ B. Direct on-prenises connection via private links
¢ C. Centralized network and policy management
¢ D. Automated route management across VPN, ExpressRoute, and Azure connections
e E. Integrated security with native firewalls and security controls
IE% : C\ D\ E
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Refer to the exhibit. -
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You are troubleshooting a network connectivity issue between two VMs that are deployed in Azure.
One VM is a FortiGate that has one interface in the DMZ subnet, which is in the Production VNet. The other VM is a Windows




Server in the Servers subnet, which is also in the Production VNet. You cannot ping the Windows Server from the FortiGate VM.
‘What is the reason for this?

A. You have not configured a user-defined route for this traffic

B. You have not created a VPN to allow traffic between those subnets
C. By default, Azure does not allow ICMP traffic between subnets

D. The firewall in the Windows VM is blocking the traffic

Ef#: D

fiE L.

The FortiGate VM and the Windows Server VM are in different subnets but within the same Production virtual network, which
means they can communicate by default unless restricted. Azure allows ICMP between subnets, but Windows VMs have ICMP
blocked by default in their firewall settings. Therefore, the likely reason for the ping failure is that the Windows Server's firewall is
blocking ICMP (ping) traffic.

M #30
Refer to the exhibits.

FortiGate sniffer output

FGTLab-FGT-A # diagnose sniffer packet any ‘port 88" 4
Using Original Sniffing Mode

interfaces=[any]

filters=[port 88]

.727141 portl out 18.8.8.4.15848 -> 168.63.129.16.88¢ syn 2787271889

.727149 sriovslvB out 18.8.8.4.156848 -> 168.63.129.16.80: syn 2787271889

.727743 portl in 168.63.129.16.88 -> 18.8.8.4.15848: syn 2252873112 ack 2787271818
.727791 portl out 18.8.8.4.15848 -> 168.63:129.16.868: ack 2252873113

.727795 sriovslve@ out 18.8.8.4.15848 -> 168.63.129.16.88: ack 2252873113

.727831 port1 out 18.8.8.4.150848 -> 168.63.129.16.88: psh 2787271818 ack 2252873113
.727834 sriovslve out 19.6.8.4.15048 -5 168.63.129.16.88: psh 2787271818 ack 2252873113
.729649 port1 in 168.63.129.16.88 -> 18.9.8.4.15848: 2252873113 ack 2787271142

.72967@ portl out 18.8.8.4.15848 -> 168.63.129.16.88: ack 2252874541

.729672 sriovslvé out 18.8.8.4.156848 -> 168.63.129.16.88: ack 2252874541

.729678 port1 in 168.63.129.16.88 -> 10.9.8.4.15848: psh 2252874541 ack 2787271142
.729688 portl out 18.08.8.4.15848 -> 168.63.129.16.88: ack 2252875391

.729698 sriovslv@ out 18.8.8.4.15048 -> 168.63.129.16.88: ack 2252875391

.729728 portl out 18.8.8.4.15848 -> 168.63.129.16.88: fin 2787271!42 ack 2252875391
.72973@ sriovslvB out 18.8.8.4.15848 : I ' 87271142 ack 2252875391
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FortiGate sniffer output

FGTLab-FGT-A # diagnose sniffer packet any ‘port 22° 4
Using Original Sniffing Mode

interfaces=[any]

filters=[port 22]

*C

B packets received by Tilter

OB PR YLD kernel

FGTLab-FGT-A #
FGTLab-FGT-A #
FGTLab-FGT-A #
FGTLab-FGT-A #

A high availability (HA) active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed
with a default setup to filter trafic to a Linux server running Apache server.

Ports 80 and 22 are open on the Linux server, and on FortiGate a VIP and firewall policy are configured to allow traffic through
ports 80 and 22. Traffic on port 80 is successful, but traffic on port 22 is not detected by FortiGate.

‘What configuration changes could you performto allow SSH traffic?



A. Configure a customized port under the Frontend IP configuration
B. Add a new Inbound NAT rule

C. Add a new Azure load balancing rule

D. Include the Linux server in the back-end pool options

IEf#: B

RN -

Since port 80 traffic is reaching the FortiGate (as shown in the sniffer output) but port 22 traffic is not, the issue lies before the
FortiGate, at the Azure Load Balancer level. Azure Load Balancers require an Inbound NAT rule to forward specific ports (like
SSH on port 22) to a specific backend VM. Creating a new Inbound NAT rule for port 22 will allow SSH traffic to be properly
routed to the FortiGate VM.

B #31
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