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NEW QUESTION # 59 
The Common Vulnerability Scoring System (CVSS) is a widely used open standard for vulnerability scoring. It uses a modular
scoring system. Which of the following is not included in the CVSS?

A. Spatial
B. Base
C. Temporal
D. Environmental
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Answer: A

Explanation:
Comprehensive and Detailed Explanation:
* CVSS (Common Vulnerability Scoring System)is used toevaluate the severity of security vulnerabilities.
* It consists of three metric groups:
* A. Temporal# Measures how the vulnerability changes over time.
* B. Base# Measures theinherent severityof the vulnerability.
* C. Environmental# Measures the impact based on the user's specific environment.
* Why is D incorrect?
* "Spatial" is not a part of the CVSS scoring system.
HCIP-Security References:
* Huawei HCIP-Security Guide # CVSS and Risk Scoring

NEW QUESTION # 60 
SYN scanning requires a fully established TCP connection and is recorded in system logs.

A. TRUE
B. FALSE

Answer: B

Explanation:
Comprehensive and Detailed Explanation:
* SYN scanning is a stealthy TCP scanning technique used by attackers to detect open ports.
* How SYN scanning works:
* The attacker sends aSYN packetto a target port.
* If the port isopen, the target responds with aSYN-ACK.
* Instead of completing the handshake with anACK, the attacker sends anRST (reset) packet, leaving the connection half-open.
* Why is this statement false?
* SYN scanning does NOT establish a full connection (three-way handshake).
* It may not always be recorded in system logs, depending on firewall settings.
HCIP-Security References:
* Huawei HCIP-Security Guide # TCP SYN Scanning & Intrusion Detection

NEW QUESTION # 61 
The difference between DoS attacks and DDoS attacks is that DoS attacks are usually directly initiated by attackers, whereas
DDoS attacks are usually initiated by attackers controlling multiple zombies.

A. TRUE
B. FALSE

Answer: A

Explanation:
Comprehensive and Detailed Explanation:
* DoS (Denial-of-Service)# A single attacker sends excessive traffic to a target.
* DDoS (Distributed Denial-of-Service)# Uses multiple compromised devices (zombies or botnets) to amplify the attack.
* Why is this statement true?
* DDoS attacks originate from multiple sources (botnets), unlike DoS attacks.
HCIP-Security References:
* Huawei HCIP-Security Guide # DoS vs. DDoS Attacks

NEW QUESTION # 62 
Which of the following conditions can be matched by PBR?(Select All that Apply)

A. Application
B. Source IP address



C. Source security zone
D. Source MAC address

Answer: A,B,C,D

Explanation:
Comprehensive and Detailed Explanation:
* PBR (Policy-Based Routing)allows traffic to be forwarded based on specific policies.
* All options are correctsince Huawei PBR can match:
* A# Source IP address
* B# Source security zone
* C# Source MAC address
* D# Application
HCIP-Security References:
* Huawei HCIP-Security Guide # Policy-Based Routing Configuration

NEW QUESTION # 63 
Which of the following statements is false about web rewriting in web proxy?

A. Images may be misplaced.
B. Internet Explorer controls are required.
C. The intranet server addresses can be hidden, ensuring high security.
D. The fonts may be incomplete.

Answer: B

Explanation:
Comprehensive and Detailed Explanation:
* Web rewriting in web proxy modifies web page contentforsecurity and access control.
* Issues with web rewriting include:
* A is true# Server addresses can be hidden.
* B is true# Images may be misaligned due to rewriting.
* C is true# Fonts may be incomplete.
* D is false#Web rewriting does not require Internet Explorer controls.
HCIP-Security References:
* Huawei HCIP-Security Guide # Web Proxy and Web Rewriting

NEW QUESTION # 64
......
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