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HR #38

What elements are required to properly execute a Process Timeline?

e A Target Process ID only

e B. Agent ID (AID) and Target Process ID
e C. Agent ID (AID) only

¢ D. Hostname and Local Process ID

EfE: B

AR :

The Agent ID (AID) and the Target Process ID are the elements that are required to properly execute a Process Timeline. The
Agent ID (AID) is a unique identifier for each host that has a Falcon sensor installed. The Target Process ID is the decimal
representation of the process identifier for the process that you want to mnvestigate. These two elements are used to query the cloud
for the events related to the process on the host. The Agent ID (AID) only, the Hostname and Local Process ID, and the Target
Process ID only are not sufficient to execute a Process Timeline.

HR #39
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What is the difference between a Host Search and a Host Timeline?

¢ A. A Host Search organizes the data in useful event categories like process executions and network connections, a Host
Timeline provides an uncategorized view of recorded events in chronological order

¢ B. Host Search is used for detection investigation and Host Tireline is used for proactive hunting

¢ C. Youaccess a Host Search froma detection to show you every recorded process event related to the detection and you
can only populate the Host Timeline fields manually

¢ D. There is no difference. You just get to them different ways

EfE: A

TR

This is the difference between a Host Search and a Host Timeline. A Host Search is an Investigate tool that allows you to view
events by category, such as process executions, network connections, file writes, etc. A Host Tireline is an Investigate tool that
allows you to view all events in chronological order, without any categorization. Both tools can be used for detection investigation
and proactive hunting, depending on the use case and preference. You can access a Host Search froma detection or manually enter
the host details. You can also populate the Host Tineline fields manually or from other pages in Falcon.

H #40
What topics are presented i the Hunting and Investigation Guide?

A. Recommended platform configurations and prevention settings to ensure detections are generated for hunting leads
B. Detailed tutorial on writing advanced queries such as sub-searches and joins

C. Detailed summary of event names, descriptions, and some key data fields for hunting and mvestigation

D. Sample hunting queries, select walkthroughs and best practices for hunting with Falcon

Ef: D

fEEL:

This is the correct answer for the same reason as above. The Hunting and Investigation guide provides sample hunting queries, select
walkthroughs, and best practices for hunting with Falcon. It does not provide a detailed tutorial on writing advanced queries, a
detailed summary of event names and descriptions, or recommended platform configurations and prevention settings.

R #41
Which Falcon documentation guide should you reference to hunt for anomalies related to scheduled tasks and other Windows
related artifacts?

A. Hunting and Investigation

B. MITRE-Based Falcon Detections Framework
C. Customizable Dashboards

D. Events Data Dictionary

EfE: A

R«

The Hunting and Investigation guide is the Falcon documentation guide that you should reference to hunt for anomalies related to
scheduled tasks and other Windows related artifacts. The Hunting and Investigation guide provides sample hunting queries, select
walkthroughs, and best practices for hunting with Falcon. It covers various topics such as process execution, network connections,
registry activity, scheduled tasks, and more.

B #42
Refer to Exhibit.

What type of attack would this process tree indicate?

A. Phishing Attack

B. Web Application Attack
C. Brute Forcing Attack

D. Man-in-the-middle Attack



EfE: A

R :

This process tree indicates a phishing attack, as it shows a user opening an email attachment (outlook.exe) that launches a malicious
macro (cmd.exe) that downloads and executes a payload (powershell.exe) that connects to a remote server (svchost.exe). A
phishing attack is a type of social engineering attack that uses deceptive emails or messages to trick users into opening malicious
attachments or links that can compromise their systems or credentials.
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