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Fortinet NSE 5 - FortiSwitch 7.6 Administrator Sample Questions (Q79-
Q84):
NEW QUESTION # 79 
Exhibit.
The exhibit shows the current status of the ports on the managed FortiSwitch.
Access-1.
Why would FortiGate display a serial number in the Native VLAN column associated with the port23 entry?

A. A standalone switch with the showm serial number is connected on por123.
B. Ports connect to adjacent FortiSwitch devices will show their.serial number as the na-tive VLAN
C. Port23 is configured as the dedicated management interface.
D. Port23 is a member of a trunk that uses the Access-1 FortiSwitch senal number as the name of the trunk.
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Answer: A

Explanation:
The appearance of a serial number in the Native VLAN column for port23 suggests that the switch connected to this port is
identified uniquely in the network.Given the options provided:
* A standalone switch with the shown serial number is connected on port23 (Option C): This is the most plausible explanation. The
FortiSwitch configuration interface is displaying the serial number of a standalone switch that is directly connected to port23. This
kind of display helps in identifying and managing individual devices in a network setup, especially in environments with multiple
switches.

NEW QUESTION # 80 
Which two statements about 802.1X authentication on FortiSwitch ports are true? (Choose two.)

A. All hosts behind an authenticated port are allowed access after a successful authentication.
B. A security policy is used to apply 802.1 authentication on a port.
C. A local user database must be used to authenticate devices using the 802.1X authentication protocol.
D. All devices connecting to FortiSwitch must support 802.1X authentication.

Answer: A,D

Explanation:
* All hosts behind an authenticated port are allowed access after a successful authentication (A): Once a device on a port
successfully authenticates using 802.1X, all other devices connected behind that port also gain network access. This is typical in
scenarios where a switch is behind an authenticated port and not each device individually authenticates.
* All devices connecting to FortiSwitch must support 802.1X authentication (D): For a network secured with 802.1X, all devices
attempting to connect through the FortiSwitch must support and participate in
802.1X authentication to gain access. This ensures that all devices on the network are authenticated before they are allowed to
communicate on the network.

NEW QUESTION # 81 
Which two statements about the FortiLink authorization process are true? (Choose two.)

A. A FortiLink frame is sent by FortiGate to FortiSwitch to complete the authorization.
B. FortiLink authorization sets the FortiSwitch management mode to FortiLink.
C. FortiSwitch requires a reboot to complete the authorization process.
D. The administrator must manually pre-authorize FortiGate on FortiSwitch by adding the FortiGate serial number.

Answer: A,B

Explanation:
The FortiLink authorization process is an integral part of setting up FortiSwitch to be managed by FortiGate.
The correct statements regarding the FortiLink authorization process are:
C).A FortiLink frame is sent by FortiGate to FortiSwitch to complete the authorization.This is a part of the FortiLink protocol,
where FortiGate communicates with the connected FortiSwitch to establish management and control. This frame initiates the
configuration and management process, allowing FortiGate to effectively control the switch.
D).FortiLink authorization sets the FortiSwitch management mode to FortiLink.Once authorized, the management mode of
FortiSwitch is set to FortiLink, indicating that it is being managed via a FortiLink connection from a FortiGate appliance. This
changes the operational mode of the switch to be under the control of the FortiGate for centralized management and policy
application.
References:
Further details on the FortiLink setup and authorization process can be accessed through the FortiGate configuration guides available
on theFortinet Documentation site.

NEW QUESTION # 82 
Which two rules used by MSTP are similar to rules used by other STP methods? (Choose two.)

A. MSTP uses alternate path and primary path, similar to regular STP.
B. MSTP uses timers for transitioning the ports, similar to regular STP.



C. MSTP uses port role election, similar to rapid STP on the instances.
D. MSTP uses root bridge selection, similar to rapid STP

Answer: C,D

Explanation:
"MSTP is based on RSTP", so the same port role election and the same root bridge selection. Reference:
FortiSwitch 7.2 Study Guide, page 187

NEW QUESTION # 83 
Which two are valid traffic processing actions that a FortiSwitch access control list (ACL) can apply to matching traffic? (Choose
two answers)

A. Assign traffic to a high-priority egress queue.
B. Encrypt frames.
C. Redirect frames to another port.
D. Drop frames.

Answer: C,D

Explanation:
According to theFortiSwitchOS 7.6 Administration Guideand theNSE 5 FortiSwitch Study Guide, Access Control Lists (ACLs) are
used to provide granular control over the traffic entering or leaving a switch port.
ACLs function by definingclassifiers(to match specific traffic based on criteria like MAC address, IP address, or VLAN ID) and
then applying specificactionsto that matched traffic.
The documentation explicitly categorizes ACL actions into three distinct groups:
* Traffic Processing:This category includes actions that dictate the physical handling of the frame. Valid actions listed in the official
documents under this header includecount(to track packet volume),drop(to block the traffic),redirect(to forward the frame to a
specific physical port or interface instead of its original destination), andmirror(to send a copy to a monitoring port).
* Quality of Service (QoS):This category focuses on traffic prioritization and bandwidth management. It includes actions such asrate
limiting,remarking CoS/DSCP values, andsetting the egress queue(e.g., assigning a packet to a specific queue number from 0 to 7).
* VLAN:This allows for modifications such as setting anouter VLAN tagon frames.
The question specifically asks for "traffic processing actions." Based on the 7.6 documentation,Redirect frames to another
port(Option A) andDrop frames(Option D) are explicitly defined under the "Traffic Processing" action header. While "Assign traffic
to a high-priority egress queue" (Option B) is a valid action an ACL can perform, it is technically categorized as aQoS action, not a
traffic processing action.Encrypt frames(Option C) is not a supported ACL action on FortiSwitch hardware, as encryption is
typically handled at higher layers or via dedicated MACsec configurations on specific models.

NEW QUESTION # 84
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