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CWNP Certified Wireless Security Professional (CWSP) Sample Questions
(Q48-Q53):
NEW QUESTION # 48 
A WLAN is implemented using WPA-Personal and MAC filtering.
To what common wireless network attacks is this network potentially vulnerable? (Choose 3)

A. MAC Spoofing
B. DoS
C. Offline dictionary attacks
D. ASLEAP

Answer: A,B,C

Explanation:
This network uses WPA-Personal (Pre-Shared Key) and MAC filtering. While it does offer some basic protections, it is still
vulnerable to several well-known attack vectors:
A). Offline dictionary attacks: An attacker can capture the 4-way handshake and perform offline dictionary or brute-force attacks to
guess the PSK.
B). MAC Spoofing: Since MAC filtering is based on easily observed MAC addresses, attackers can spoof an authorized MAC
address.
D). DoS: Attacks such as deauthentication floods or RF jamming can deny users access without needing to break encryption.
Incorrect:
C). ASLEAP: This is specific to LEAP (a weak EAP type), which is not used in WPA-Personal.
References:
CWSP-208 Study Guide, Chapter 5 (Threats and Attacks)
CWNP Exam Objectives: WLAN Authentication and Encryption
CWNP Whitepaper on WPA/WPA2 vulnerabilities

NEW QUESTION # 49 
Given: Your company has just completed installation of an IEEE 802.11 WLAN controller with 20 controller- based APs. The
CSO has specified PEAPv0/EAP-MSCHAPv2 as the only authorized WLAN authentication mechanism. Since an LDAP-
compliant user database was already in use, a RADIUS server was installed and is querying authentication requests to the LDAP
server.
Where must the X.509 server certificate and private key be installed in this network?

A. WLAN controller
B. Supplicant devices
C. Controller-based APs
D. LDAP server
E. RADIUS server

Answer: E

Explanation:
With PEAPv0/EAP-MSCHAPv2:
The TLS tunnel is created between the supplicant and the RADIUS server.
Therefore, the RADIUS server must have the X.509 server certificate and private key to authenticate itself and establish the tunnel.
Incorrect:
A). Supplicants verify the server's certificate, not hold it.
B). LDAP server is used for querying, not for EAP termination.
C). APs and
D). Controllers pass the authentication info but don't require certificates for PEAP termination.
References:
CWSP-208 Study Guide, Chapter 4 (EAP Types and TLS Tunnel Establishment) CWNP EAP Deployment Guidelines
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NEW QUESTION # 50 
When using the 802.1X/EAP framework for authentication in 802.11 WLANs, why is the 802.1X Controlled Port still blocked
after the 802.1X/EAP framework has completed successfully?

A. The 802.1X Controlled Port is always blocked, but the Uncontrolled Port opens after the EAP authentication process
completes.
B. The 4-Way Handshake must be performed before the 802.1X Controlled Port changes to the unblocked state.
C. The 802.1X Controlled Port remains blocked until an IP address is requested and accepted by the Supplicant.
D. The 802.1X Controlled Port is blocked until Vender Specific Attributes (VSAs) are exchanged inside a RADIUS packet
between the Authenticator and Authentication Server.

Answer: B

Explanation:
The 802.1X Controlled Port remains blocked after EAP authentication is complete. It is only unblocked once the 4-Way
Handshake completes successfully. This handshake:
Confirms that both client and AP have the same PMK.
Derives the PTK and installs keys.
Once encryption keys are in place, the Controlled Port is opened for data.
Incorrect:
A). The Controlled Port is what opens after successful authentication and key establishment.
B). IP addressing (via DHCP) happens after the Controlled Port is open.
D). Vendor-Specific Attributes may play a role in policy assignment but do not govern port control timing.
References:
CWSP-208 Study Guide, Chapter 4 (802.1X and Controlled Port Behavior)
IEEE 802.1X and 802.11i Standards

NEW QUESTION # 51 
When monitoring APs within a LAN using a Wireless Network Management System (WNMS), what secure protocol may be used
by the WNMS to issue configuration changes to APs?

A. 802.1X/EAP
B. TFTP
C. SNMPv3
D. IPSec/ESP
E. PPTP

Answer: C

Explanation:
A Wireless Network Management System (WNMS) often uses SNMP to manage APs. SNMPv3 is the secure version of SNMP
because it supports authentication, encryption, and message integrity. Unlike SNMPv1 and SNMPv2c, which transmit data
(including community strings) in plaintext, SNMPv3 provides secure management communications.
References:
CWSP-208 Study Guide, Chapter 8 - Secure WLAN Management
CWNP CWSP-208 Objectives: "WLAN Management Security Protocols"

NEW QUESTION # 52 
Given: You manage a wireless network that services 200 wireless users. Your facility requires 20 access points, and you have
installed an IEEE 802.11-compliant implementation of 802.1X/LEAP with AES-CCMP as an authentication and encryption
solution.
In this configuration, the wireless network is initially susceptible to what type of attacks? (Choose 2)

A. Layer 1 DoS
B. Application eavesdropping
C. Session hijacking
D. Encryption cracking
E. Layer 3 peer-to-peer
F. Offline dictionary attacks



Answer: A,F

Explanation:
Though AES-CCMP is secure and 802.1X authentication is strong, LEAP is inherently weak because:
B). LEAP uses MS-CHAPv1, making it vulnerable to offline dictionary attacks once challenge/response exchanges are captured.
F). Layer 1 DoS attacks (such as RF jamming or interference) can be launched regardless of authentication mechanisms.
Incorrect:
A). AES-CCMP resists encryption cracking.
C). Peer-to-peer at Layer 3 is unrelated to LEAP or 802.1X vulnerabilities.
D). Application-layer eavesdropping is mitigated if encryption is properly implemented.
E). Session hijacking is more difficult with proper authentication and encryption in place.
References:
CWSP-208 Study Guide, Chapters 5 and 6 (LEAP vulnerabilities and DoS)
CWNP Threat Matrix and Attack Vectors
IEEE 802.11i and Cisco LEAP documentation

NEW QUESTION # 53
......
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