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Just the same as the free demo, we have provided three kinds of versions of our 300-745 preparation exam, among which the PDF
version is the most popular one. It is understandable that many people give their priority to use paper-based materials rather than
learning on computers, and it is quite clear that the PDF version is convenient for our customers to read and print the contents in our
300-745 Study Guide. After printing, you not only can bring the study materials with you wherever you go, but also can make notes
on the paper at your liberty. Do not wait and hesitate any longer, your time is precious!

Cisco Designing Cisco Security Infrastructure Sample Questions (Q15-Q20):
NEW QUESTION # 15 
A legal services company wants to prevent remote employees from accessing personal email and social media accounts while using
corporate laptops. Which security solution enforces the policy?

A. Cisco TrustSec
B. Cisco Umbrella
C. RADIUS server
D. network monitoring tool

Answer: B

Explanation:
Cisco Umbrella provides DNS-layer security and content filtering, allowing organizations to block categories such as personal email
and social media. This enforces acceptable-use policies for remote employees regardless of where they connect, ensuring corporate
devices comply with security requirements.
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What is a use for AI in securing network infrastructure?

A. known day zero attack detection
B. quality of service
C. traffic shaping
D. load balancing

Answer: A

Explanation:
AI enhances network security by detecting zero-day attacks through behavior analysis, anomaly detection, and pattern recognition.
This allows threats to be identified and mitigated even before traditional signatures are available.

NEW QUESTION # 17 
Refer to the exhibit. A software developer noticed that the application source code had been found on the internet. To avoid such an
incident from happening again, the developer applied a DLP policy to prevent from uploading source code into generative AI tool
like ChatGPT. When testing the policy, the developer noticed that it is still possible for the source code to be uploaded.
Which action must the developer take to prevent this issue?

A. Move the ChatGPT Source Code rule to the bottom.
B. Change the DLP action from Monitor to Block.
C. Enable the rule.
D. Modify the data classifications.

Answer: B

Explanation:
In the exhibit, the ChatGPT Source Code rule is configured with the action Monitor, which only logs activity but does not stop it. To
prevent source code from being uploaded, the action must be changed to Block. This enforces the policy and ensures data
exfiltration into generative AI tools is stopped.

NEW QUESTION # 18 
A security engineer on an application design team must choose a framework of attack patterns to evaluate during threat modeling.
Which framework provides the common set of attacks?

A. Cisco SAFE
B. SOC2
C. GDPR
D. MITRE CAPEC

Answer: D

Explanation:
MITRE CAPEC (Common Attack Pattern Enumeration and Classification) provides a standardized catalog of attack patterns. It is
specifically designed for use in threat modeling and application design, allowing security engineers to anticipate and evaluate common
attacks.

NEW QUESTION # 19 
A financial company is focused on proactively protecting sensitive data stored on the devices.
The company recognizes the potential risks associated with lost or stolen devices and they want a solution to ensure that if
unauthorized user access the device, the data it contains is not accessible or misused. The solution includes implementing a strategy
that renders data unreadable without user authentication. Which solution meets the requirement?

A. Install Kensington Lock.
B. Implement data encryption on disk.
C. Apply GPS tracking.
D. Use a BIOS password.



Answer: B

Explanation:
Disk encryption ensures that data stored on devices is unreadable without proper authentication.
If a device is lost or stolen, unauthorized users cannot access or misuse the data, since encryption protects the contents until the
legitimate user provides credentials.

NEW QUESTION # 20
......
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