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HM #35

An analyst conducting a threat hunt needs to collect multiple files from various endpoints. The analyst begins the file retrieval process
by using the Action Center, but upon review of the retrieved files, notices that the list is mcomplete and missing files, including kernel
files.

What could be the reason for the issue?

¢ A The file retrieval policy applied to the endpoints may restrict access to certain system or kernel files
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¢ B. The retrieval process is limited to 500 MB in total file size
¢ (. The endpoint agents were in offline mode during the file retrieval process, causing some files to be skipped
¢ D. The analyst must manually retrieve kernel files by accessing the machine directly

EfE: A

R -

The correct answer isA - The file retrieval policy applied to the endpoints may restrict access to certain system or kernel files.
Cortex XSIAM and XDR implement security policies and permissions that mayrestrict the retrieval of sensitive system files, including
kernel files, for safety and compliance reasons. When a file retrieval action is initiated, the endpoint policy controls which files are
accessible; kernel and other protected files are often excluded from remote retrieval actions to prevent accidental or unauthorized
access.

"The file retrieval policy controls which files can be remotely collected from endpoints. Sensitive files, such as kernel or system files,
may be restricted by policy and are not accessible through standard remote retrieval actions." Document Reference:EDU-270c-10-
lab-guide 02.docx (1).pdf Exact Page:Page 13 (Agent Deployment and Configuration section)

M #36

You're tasked with building a report for daily alert trends. Which XQL features will support this automation?
(Choose two)

Response:

A. Use of Scheduled Queries

B. Manual CSV exports only

C. Use of Query Library templates
D. Integration with SIEM

Ef: A. C

R #37

While nvestigating an IOC, you want to validate its presence in the environment. What steps should you take?
(Choose two)

Response:

A. Run threat intel reputation scan

B. Search the IOC in the Cortex dataset
C. Use the XQL query builder

D. Check the endpoint inventory

EM: B. C

E Y #38

While investigating an alert, an analyst notices that a URL indicator has a related alert from a previous incident. The related alert has
the same URL but it resolved to a different IP address.

‘Which combination of two actions should the analyst take to resolve this issue? (Choose two.)

A. Enrich the URL indicator

B. Enrich the IP address indicator associated with the previous alert

C. Expire the URL indicator

D. Remove the relationship between the URL and the older IP address

IEf#: AL D

R -

The correct answers areB (Remove the relationship between the URL and the older IP address)andD (Enrich the URL indicator).
* Bif the same URL now resolves to a new IP, but old relationships are still present, the analyst should remove the outdated
relationshipbetween the URL indicator and the previous IP address to avoid confusion in future nvestigations.

* DiEnriching the URL indicatorwill update its context, relationships, and threat intelligence attributes, ensuring the indicator reflects
the most accurate and current data.



"Analysts should remove obsolete relationships between indicators and enrich indicators to update contextual data as network
conditions change (e.g., when a URL points to a new [P address)." Document Reference:XSIAM Analyst ILT Lab Guide.pdf
Page:Page 36-37 (Threat Intel Management section)

H #39
An endpoint is showing inconsistent behavior and policy non-compliance. What two actions should an analyst take?
Response:

A. Check agent version and operational status
B. Delete the endpoint from asset nventory
C. Modify the network routing table

D. Reapply the assigned profile

_EE%: A\ D
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