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Topic 1

Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.

Topic 2

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

Topic 3

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systems (IPS) to monitor and
mitigate threats within enterprise networks.

Topic 4

VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure IPsec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and
dynamic connectivity.

Topic 5

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate communication between different networks, ensuring efficient traffic flow
across enterprise environments.

Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q45-Q50):
NEW QUESTION # 45 
Which three conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.)

A. OSPF interface network types match.
B. OSPF router IDs are unique.
C. OSPF link costs match.
D. OSPF interface priority settings are unique.
E. Authentication settings match.

Answer: A,B,E

NEW QUESTION # 46 
Refer to the exhibit, which contains the partial output of an IKE real-time debug.



The administrator does not have access to the remote gateway. Based on the debug output, which configuration change can the
administrator make to the local gateway to resolve the phase 1 negotiation error?

A. Change phase 1 encryption to 3DES and authentication to SHA256.
B. Change phase 1 encryption to AES128 and authentication to SHA512.
C. Change phase 1 encryption to AESCBC and authentication to SHA128.
D. Change phase 1 encryption to 3DES and authentication to CBC.

Answer: A

NEW QUESTION # 47 
Which configuration can be used to reduce the number of BGP sessions in an IBGP network?

A. Next-hop-self
B. Route reflector
C. Neighbor range
D. Neighbor group

Answer: B

NEW QUESTION # 48 
What are two impacts on applications if adjusting the TCP Maximum Segment Size (MSS) on FortiGate? (Choose two.)



A. The MSS configuration is prone to errors since it requires a thorough understanding of the network path.
B. The overall data throughput is decreased when there is a decrease in MSS value.
C. The network efficiency improves when there is a decrease in MSS value.
D. The packet count increases adding unnecessary TCP headers when the MSS value is increased.

Answer: A,B

NEW QUESTION # 49 
Refer to the exhibit, which contains the debug output of diagnose dvm device list.

Which two statements about the output shown in the exhibit are correct? (Choose two.)

A. The policy package has been modified for Local-FortiGate.
B. The FortiGate configuration is in sync with latest running revision history.
C. There are pending device-level changes yet to be installed on Local-FortiGate.
D. ADOMs are disabled on the FortiManager

Answer: B,C

NEW QUESTION # 50
......
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