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R #10

You have an Azire AD tenant that contains 10 Windows 11 devices and two groups named Group1 and Group2. The Windows 11
devices are joined to the Azure AD tenant and are managed by using Microsoft Intune.

You are designing a privileged access strategy based on the rapid modernization plan (RaMP). The strategy will include the following
configurations:

* Each user in Group1 will be assigned a Windows 11 device that will be configured as a privileged access device.

* The Security Administrator role will be mapped to the privileged access security level

* The users in Group1 will be assigned the Security Administrator role.

* The users in Group2 will manage the privileged access devices.

You need to configure the local Administrators group for each privileged access device. The solution must follow the principle of
least privilege.

‘What should you include in the solution?

¢ A Only add Group2 to the local Administrators group.

¢ B. Configure Windows Local Administrator Password Solution (Windows LAPS) in legacy Microsoft LAPS emulation
mode.

¢ (. Add Group? to the local Admmistrators group. Add the user that is assigned the Security Administrator role to the local
Admmnistrators group of the user's assigned privileged access device.

Ef: C

HE#11

You are designing a security operations strategy based on the Zero Trust framework.

You need to increase the operational efficiency of the Microsoft Security Operations Center (SOC).

Based on the Zero Trust framework, which three deployment objectives should you prioritize in sequence? To answer, move the
appropriate objectives from the list of objectives to the answer area and arrange them in the correct order.

R -

1 - Establish visibility.

2 - Enable additional protection and detection contorls.
3 - Enable automation.

HP #12
You are a cloud security administrator, and you have been tasked with providing a security solution for an Azure App Service, a
web app named web- App0. Web-App0 has the following requirements:


https://www.mogiexam.com/SC-100-exam.html

Users will request access to web- App0 through the organization portal, and an internal stakeholder will approve.
Authentication for users must be provided by Azure AD.
‘What would be your recommended approach to enable AD authentication to web-app0?

A. Azure AD application

B. Application Gateway

C. Microsoft Defender for 365
D. Azure AD application proxy

EfE: A

TR

Option A is correct because you can use application management in Azure AD, which is a process of creating and configuring
applications in the cloud; when an application is registered in a Azure AD tenant, you can assign users to access the application
securely.

Option B is incorrect because Azire AD Application Proxy provides secure remote access to on- premises web applications; this is
not part of the objective.

Option C is incorrect because Microsoft Defender for Office 365 protects your organization against malicious risks posed by email
messages, links (URLs), and collaboration tools; the objective of your task is to provide access using Azire AD.

Option D is incorrect because Azure Application Gateway is a web traffic load balancer that enables you to manage traffic to your
web applications, the function of this solution is not required.

Reference:

https:/docs.microsoft.com/en-us/azure/active-directory/manage-apps/what-is-application- management

HP#13

Your company has devices that run either Windows 10, Windows 11, or Windows Server.

You are in the process of improving the security posture of the devices.

You plan to use security baselines from the Microsoft Security Compliance Toolkit.

‘What should you recommend using to compare the baselines to the current device configurations?

¢ A. Local Group Policy Object (LGPO)
¢ B. Windows Autopilot

¢ C. Policy Analyzer

¢ D. Microsoft Intune

Ef#: C

fiR .-

Microsoft Security Compliance Toolkit 1.0, Policy Analyzer.

The Policy Analyzer is a utility for analyzing and comparing sets of Group Policy Objects (GPOs).

Its main features include:

- Highlight when a set of Group Policies has redundant settings or internal inconsistencies.

- Highlight the differences between versions or sets of Group Policies.

- Compare GPOs against current local policy and local registry settings

- Export results to a Microsoft Excel spreadsheet

Policy Analyzer lets you treat a set of GPOs as a single unit. This treatment makes it easy to determine whether particular settings are
duplicated across the GPOs or are set to conflicting values. Policy Analyzer also lets you capture a baseline and then compare it to a
snapshot taken at a later time to identify changes anywhere across the set.

Note: The Security Compliance Toolkit (SCT) is a set of tools that allows enterprise security administrators to download, analyze,
test, edit, and store Microsoft- recommended security configuration baselines for Windows and other Microsoft products.

The SCT enables administrators to effectively manage their enterprise's Group Policy Objects (GPOs). Using the toolkit,
administrators can conpare their current GPOs with Microsoft-recommended GPO baselines or other baselines, edit them, store
them in GPO backup file format, and apply them broadly through Active Directory or individually through local policy.

Security Compliance Toolkit Tools:

Policy Analyzer -

Local Group Policy Object (LGPO)

Set Object Security -

GPO to Policy Rules -

Reference:

https//docs.microsoft.com/en-us/windows/security/threat-protection/'windows-security- configuration-framework/security-
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HH #14

You need to recommend a solution to meet the requirements for connections to ClaimsDB.

‘What should you recommend using for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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