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ISACA Advanced in Al Audit 32 € AAIA ;A B RE (Q161-Q166):

HM #161
An IS auditor finds that an Al model's outputs are not being reviewed. Which of the following would BEST address this risk?

A. A larger training dataset

B. A validation process for Al decisions
C. Regular Al model retraining

D. Prompt templates

Ef#: B

fEEL:
WhenAl outputs are not being reviewed, the primary concern is thatincorrect, biased, or non-compliant decisionsmay go
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undetected. The best way to address this risk is to implement avalidation process for Al decisions(B), which may include human-in-
the-loop checks, sampling-based reviews, escalation criteria, and formal approval workflows. AAIA emphasizes the importance
ofsupervision and validation of Al outputs, particularly where decisions have financial, legal, or safety implications.

A larger training dataset (A) does not guarantee correctness or faimess and does not replace oversight.

Regular retraining (C) can be beneficial but can also propagate errors if not validated. Prompt templates (D) are relevant mainly for
generative and prompt-based systers, and they do not constitute systermatic review of outputs. Therefore, astructured validation
processis the most direct and effective control.

References:

ISACA,AAIA Exam Content Outline- Domain 2: Al Operations (Supervision of Al Solutions).

ISACA audit guidance on Al decision validation and human oversight.

HH #162
A healthcare organization uses an Al model to analyze patient data and provide diagnostic recommendations. Which of'the following

MOST effectively detects data drift related to the model's predictions?

A. Applying overrides to allow healthcare professionals to correct the Al model's recommendations
B. Conducting periodic model retraining to ensure alignment with updated patient data

C. Comparing incoming patient data distributions with the training data set

D. Using adversarial testing to simulate scenarios that stress test the model's predictions

EfE: C

HM #163
‘Which metric should an IS auditor review to evaluate issues with data collection that could impact Al model training?

A. Percentage of missing values

B. Percentage of data in training dataset

C. Percentage of true positives on confusion matrix
D. Percentage of epochs used

EfE: A

fi .-

The percentage of missing values (option B) directly reflects data collection issues. Missing or incomplete data can degrade model
performance, distort feature distributions, and create biased or inaccurate predictions.

AAIA stresses that auditors must evaluate:

* Completeness

* Validity

* Accuracy

* Consistency

Miissing values signal failures in upstream processes, including sensors, user inputs, integrations, or data pipelines.
The other metrics are unrelated to raw data integrity:

* Epochs (A) refer to training cycles.

* Percentage of training data (C) concerns dataset partitioning, not quality.

* True posttives (D) relate to model performance, not data collection quality.

References:

AAIA Domain 2: Data Quality, Completeness, and Integrity

AAIA Domain 3: Pre-Training Data Validation

HH #164
Which of the following is the MOST effective control to safeguard a model's architecture, weights, and hyperparameters?

A. Tmplement strict access controls and encryption for model components

B. Provide training to employees on best practices for Al technical security

C. Require users to sign a confidentiality agreement before accessing the model
D. Maintain detailed data audit logs of deviations in training data



EfE: A

fEE N -

The most effective way to protect proprietary Al model components-architecture, weights, hyperparameters-is throughstrict access
controls and encryption(option D).

AAIA identifies model theft and reverse engineering as high-severity security risks, especially for organizations whose competitive
advantage relies on intellectual property embedded in Al models.

Proper controls include:

* Role-based access control (RBAC)

* Encryption at rest and in transit

* Model-level access segregation

* Hardware security modules (HSMs)

* Zero-trust access principles

Training (A) increases awareness but does not enforce protection.

Confidentiality agreements (B) are legally binding but do not stop technical intrusions.

Audit logs (C) track training data but do not secure the model itself.

Thus, encryption and access control provide the strongest protection.

References:

AAIA Domain 2: Al Security and Intellectual Property Protection

AAIA Domain 1: Access Control and Safeguards

M #165
To confirm the faimess of Al model decisions, the BEST way to collect reliable evidence during an Al audit is by:

A. Testing the model with a curated sample data set.
B. Analyzing system metadata.

C. Interviewing developers.

D. Observing the system's interactions with end users.

Ef: A

R -

Testing the Al model with a curated and representative sample data set allows auditors to directly evaluate the faimess and bias of
model decisions. This approach is aligned with best practices outlined in the AAIA™ Study Guide, as it enables quantifiable analysis
of model behavior across different demographics or input scenarios.

"To assess fairmess, auditors should use controlled data sets to evaluate whether model outputs disproportionately impact specific
groups. This empirical testing provides stronger evidence than qualitative methods." While metadata (A) and developer interviews
(C) can supplement findings, only B provides objective, reproducible evidence. Option D may reflect real-world interactions but
lacks the control and consistency required in an audit.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Ethical and Legal Considerations in AlL" Subsection:
"Fairness and Bias Testing in Al Systems"
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