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ISACA Certified Information Security Manager CISM Priifungsfragen mit
Losungen (Q753-Q758):

753. Frage
An organization's information security manager has learned that similar organizations have become increasingly susceptible to spear
phishing attacks. What is the BEST way to address this concern?

e A Update data loss prevention (DLP) rules for email

e B. Include tips to identify threats in awareness training.

e (. Conduct a business impact analysis (BIA) of the threat.

e D. Create a new security policy that staff must read and sign.
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Antwort: B

Begrindung;
Section: MIXED QUESTIONS

754. Frage
Which of'the following is the PRIMARY reason to regularly update business continuity and disaster recovery documents?

A. To maintain business asset inventories

B. To ensure the availability of business operations

C. To enforce security policy requirements

D. To ensure audit and compliance requirements are met

Antwort: B

Begrindung;

The primary reason to regularly update business continuity and disaster recovery docurments is to ensure that the plans and
procedures are aligned with the current business needs and objectives, and that they can effectively support the availability of
business operations in the event of a disaster. Updating the documents also helps to enforce security policy requirements, mantain
business asset inventories, and ensure audit and compliance requirements are met, but these are secondary benefits.

References = CISM Review Manual, 16th Edition eBook1, Chapter 9: Business Continuity and Disaster Recovery, Section:
Business Continuity Planmning, Subsection: Business Continuity Plan Mamtenance, Page

378.

755. Frage
Which of the following would BEST help to ensure an organization's security programis aligned with business objectives?

A. Project managers receive annual information security awareness training,

B. Security policies are reviewed and approved by the chief information officer.

C. The organization's board of directors includes a dedicated nformation security specialist.
D. The security strategy is reviewed and approved by the organization's executive committee.

Antwort: D

756. Frage
Which of'the following defines the MOST comprehensive set of security requirements for a newly developed information system?

A. Risk assessment results

B. Audit findings

C. Baseline controls

D. Key risk indicators (KRISs)

Antwort: C

Begriindung;

Baseline controls are the minimum set of security requirements that apply to all information systens in an organization, regardless of
their specific flnctions or characteristics. They are derived from the organization's security policies, standards, and best practices,
and they reflect the organization's risk appetite and tolerance. Baseline controls provide a consistent and comprehensive foundation
for the security of the information systems, and they can be tailored or supplemented by additional controls as needed for specific
systems or situations. The other options are not as comprehensive as baseline controls, as they may only address certain aspects or
aspects of the security requirements, or they may vary depending on the system or the context. For exanple, risk assessment resullts
are an important nput for defining the security requirements, but they are not the requirements themselves. Audit findings are an
output of evaluating the compliance and effectiveness of the security requirements, but they are not the requirements thenselves. Key
risk indicators (KRIs) are metrics that measure the level of risk exposure and performance of the security requirements, but they are
not the requirements thenselves. Reference = CISM Review Manual 15th Edition, page 113: "Baseline controls are the mnimum
security requirements that apply to all systems within the organization." CISM Review Questions, Answers & Explanations Database
- 12 Month Subscription, question 478: "Baseline controls are the mmimum security requirements that apply to all systens within the
organization. They are derived from the organization's security policies, standards, and best practices, and they reflect the



organization's risk appetite and tolerance."

757. Frage
‘What should be an information security manager's FIRST course of action upon learning of a security threat that has occurred in the
industry for the first time?

A. Revise the organization's incident response plan.

B. Examine responses of victins that have been exposed to similar threats.
C. Performa control gap analysis of the organization's environment

D. Update the relevant information security policy.

Antwort: C
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