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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q99-Q104):

NEW QUESTION # 99
An enployee received an email from a colleague's address asking for the password for the domain controller.
The employee noticed a missing letter within the sender’s address. What does this incident describe?

A. social engineering
B. brute-force attack
C. msider attack

D. shoulder surfing

Answer: A

Explanation:

Social engineering is a tactic used by attackers to manipulate individuals into divulging confidential information, such as passwords. In
this scenario, the attacker is impersonating a colleague by using a similar email address with a missing letter, attempting to trick the
employee into revealing sensitive information.

References: Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) course and materials provide insights into
various types of cybersecurity threats, including social engineering, and how to recognize and respond to them

NEW QUESTION # 100

Refer to the exhibit.

A suspicious [P address is tagged by Threat Intelligence as a brute-force attempt source After the attacker produces many of failed
login entries, it successfully compromises the account. Which stakeholder is responsible for the incident response detection step?

A. employee 3
B. enployee 5
C. enployee 4
D. enployee 2

Answer: C

Explanation:

In the context of incident response, the detection step nvolves identifying potential security incidents. The Security Operation Center
(SOC) Analyst, which in this case is Employee 4, is typically responsible for monitoring and analyzing security alerts to detect
suspicious activities such as brute-force attempts. Therefore, Employee 4 would be the stakeholder responsible for the incident
response detection step. Reference: The role ofa SOC Analyst in incident response is outlined in cybersecurity frameworks and best
practices, which describe the responsibilities of various stakeholders in detecting and responding to security incidents.

NEW QUESTION # 101
Refer to the exhibit.

What information is depicted?

A.1IS data

B. NetFlow data

C. network discovery event
D. IPS event data

Answer: B

NEW QUESTION # 102
An analyst discovers that a legitimate security alert has been dismissed. Which signature caused this impact on network traffic?



A. true positive
B. true negative
C. false posttive
D. false negative

Answer: D

Explanation:

Explanation

A false negative occurs when the security system (usually a WAF) fails to identify a threat. It produces a
"negative" outcome (meaning that no threat has been observed), even though a threat exists.

NEW QUESTION # 103
Refer to the exhibit.

Which two elements in the table are parts of the 5-tuple? (Choose two.)

A. Source Port

B. First Packet

C. Ingress Security Zone
D. Initiator User

E. Inttiator IP

Answer: AE

Explanation:

The 5-tuple refers to the five different values that are used to define a specific communication session in a network. These values
include the source IP address, destination IP address, source port, destination port, and the protocol in use. In this case, option D
(Source Port) and option E (Initiator IP) are parts of the 5-tuple. Reference= Cisco Cybersecurity Operations Fundamentals

NEW QUESTION # 104
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100%. After you purchase our 200-201 Exam Tramning materials, if there is any quality problem or you fail 200-201 exam
certification, we promise to give a full refund unconditionally.
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