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Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q97-Q102):

NEW QUESTION # 97

An administrator has configured a FortiGate device to authenticate SSL VPN users using digital certificates.

A FortiAuthenticator is the certificate authority (CA) and the Online Certificate Status Protocol (OCSP) server.
Part of the FortiGate configuration is shown below:

Based on this configuration, which two statements are true? (Choose two.)

A. OCSP checks will always go to the configured FortiAuthenticator

B. The OCSP check of'the certificate can be combined with a certificate revocation list.

C. Ifthe OCSP server is unreachable, authentication will succeed if the certificate matches the CA.
D. OCSP certificate responses are never cached by the FortiGate.
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Answer: A,B

Explanation:

References:

* Configuring SSL VPN authentication using digital certificates | FortiGate / FortiOS 7.2.0 - Fortinet Document Library
* Online Certificate Status Protocol (OCSP) | FortiGate / FortiOS 7.2.0 - Fortinet Document Library

* Certificate Revocation Lists (CRLs) | FortiGate / FortiOS 7.2.0 - Fortinet Document Library

NEW QUESTION # 98
Refer to the exhibit.

The Company Corp administrator has enabled Workflow mode in FortiManager and has assigned approval roles to the current
administrators. However, workflow approval does not function as expected. The CTO is currently unable to approve submitted
changes.

Given the exhibit, which two possible solutions will resolve the workflow approval problens with the Workflow 72 ADOM?
(Choose two.)

A. The CTO and CISO need to swap Approval Groups so that the highest authority is in Group #1.
B. The CISO nust have a higher access level than "Read Only User" in FortiManager.

C. The CTO needs to be added to "Email Notification" in the Workflow 72 ADOM.

D. The CTO must have Standard access level or higher for FortiManager.

E. The CTO nwst have a defined email address for their admmn user account.

Answer: D,E

NEW QUESTION # 99

An admmnistrator discovers that CPU utilization of a FortiGate-200F is high and determines that no traffic is being accelerated by
hardware.

Why is no traffic being accelerated by hardware?

A. Oper-session-accounting is enabled under np6xlite config,
B. delay-tcp-npu-session is enabled under the firewall policy.
C. check-protocol-header is set to strict in the global config.
D. strict-dirty-session-check is enabled in global config.

Answer: C

NEW QUESTION # 100
Refer to the exhibit showing a FortiSOAR playbook.

You are nvestigating a suspicious e-mail alert on FortiSOAR, and after reviewing the executed playbook, you can see that it
requires intervention.
‘What should be your next step?

A. Reply to the e-mail with the requested Playbook action

B. Click on the notification icon on FortiSOAR GUI and run the pending input action
C. Run the Mark Drive by Download playbook action

D. Go to the Incident Response tasks dashboard and run the pending actions

Answer: D

Explanation:

The exhibited playbook requires intervention, which means that the playbook has reached a point where it needs a human operator
to take action. The next step should be to go to the Incident Response tasks dashboard and run the pending actions. This will allow
you to see the pending actions that need to be taken and to take those actions.

The other options are not correct. Option B will only show you the notification icon, but it will not allow you to run the pending input
action. Option C will run the Mark Drive by Download playbook action, but this is not the correct action to take in this case. Option
D is not a valid option.

Here are some additional details about pending actions in FortiSOAR:



* Pending actions are actions that need to be taken by a human operator.
* Pending actions are displayed in the Incident Response tasks dashboard.
* Pending actions can be run by clicking on the action in the dashboard.

NEW QUESTION # 101
Refer to the exhibit showing an SD-WAN configuration.

According to the exhibit, if an internal user pings 10.1.100.2 and 10.1.100.22 from subnet 172.16.205.0/24, which outgoing
mterfaces will be used?

A. portl and portl
B. portl and portl5
C. portl6 and port15
D. port16 and portl

Answer: D

Explanation:

According to the exhibit, the SD-WAN configuration has two rules: one for traffic to 10.1.100.0/24 subnet, and one for traffic to
10.1.100.16/28 subnet. The first rule uses the best quality strategy, which selects the SD-WAN member with the best measured
quality based on performance SLA metrics. The second rule uses the manual strategy, which specifies portl as the SD-WAN
member to select. Therefore, if an internal user pings 10.1.100.2 and 10.1.100.22 from subnet 172.16.205.0/24, the outgoing
mterfaces will be port16 and portl respectively, assuming that port16 has the best quality among the SD-WAN members.
References: httpsz/docs.fortinet.convdocument/fortigate/6.2. 14/cookbook/218559/configuring-the-sd-wan-iterface

NEW QUESTION # 102
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