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HM #95
What does "security of the cloud" refer to in the AWS shared responsibility model?

A. Availability of AWS services such as Amazon EC2

B. Implementation of password policies for JAM users

C. Security of the cloud infrastructure that runs all the AWS services

D. Security of customer environments by using AWS Network Firewall partners

Ef: C

-

Explanation

Security of the cloud refers to the security of the cloud infrastructure that runs all the AWS services. This includes the hardware,
software, networking, and facilities that AWS operates and manages. AWS is responsible for protecting the security of the cloud as
part of the AWS shared responsibility model.

Availability of AWS services such as Amazon EC2 refers to the ability of the services to be up and running and to meet the expected
performance. Availability is part of the reliability pillar of the AWS Well- Architected Framework and is a shared responsibility
between AWS and the customer . Implementation of password policies for JAM users refers to the security of the customer data
and applications i the cloud.

This includes the configuration and management of IAM user permissions, encryption keys, security group rules, network ACLs, and
other aspects of access management. The customer is responsible for protecting the security in the cloud as part of the AWS shared
responsibility model. Security of customer environments by using AWS Network Firewall partners refers to the security of the
customer data and applications i the cloud.

AWS Network Firewall is a managed service that provides network protection for Amazon VPCs. It allows customers to use AWS
Marketplace partners to implement firewall rules and policies. The customer is responsible for protecting the security in the cloud as
part of the AWS shared responsibility model .

E Y #96
Which fully managed AWS service assists with the creation, testing, and management of custom Amazon EC? images?

A. Amazon Machine Image (AMI)
B. AWS Elastic Beanstalk

C. EC2 Image Builder

D. AWS Launch Wizard

EfE: C

AR -

Understanding EC2 Image Builder: EC2 Image Builder is a fully managed service that simplifies the creation, maintenance, validation,
and testing of Amazon Machine Images (AMIs).

Why Use EC2 Image Builder:

Automation: Automates the creation and management of AMISs, reducing manual efforts and the risk of errors.

Customization: Allows you to customize the images to include necessary software, configurations, and security settings.

Compliance: Ensures that the images comply with your security and operational standards through continuous monitoring and testing,
How to Inplement EC2 Image Builder:

Create a Recipe: Define an image recipe specifying the base image and components to be included.

Build Pipeline: Set up an image pipeline that automates the building and testing of the AMI based on a schedule or trigger.

Distribute Images: Use the produced AMISs across multiple AWS regions and accounts as needed.

EC2 Image Builder
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B #97

A company is running a reporting web server application on Amazon EC2 instances. The application runs once every week and
once again at the end of the month. The EC2 instances can be shut down when they are not in use.

What is the MOST cost-effective billing model for this use case?

e A. On-Demand Instances

e B. Standard Reserved Instances

¢ C. On-Demand Capacity Reservations
e D. Convertible Reserved Instances

Ef#: A

TR

For a reporting application that runs only periodically, On-Demand Instances are the most cost-effective choice because they allow
the company to pay only for the compute capacity used, without long-term commitments. Reserved Instances are less flexible due to
the need for upfront payment or long-term contracts, which would not be cost-effective given the application's intermittent usage.
On-Demand Capacity Reservations would also be more costly, as they hold capacity regardless of usage.

HM #98
Which option is a pillar of the AWS Well- Architected Framework?

e A. Patch management

¢ B. Physical and environmental controls
¢ C. Cost optimization

¢ D. Business technology strategy

Ef#: C

R -

The AWS Well- Architected Framework helps you understand the pros and cons of decisions you make while building systens on
AWS. By using the Framework, you will learn architectural best practices for designing and operating reliable, secure, efficient, and
cost-effective systens in the cloud. The Framework consists of five pillars: operational excellence, security, reliability, performance
efficiency, and cost optimization2.

B #99
Which of'the following is a fully managed MySQL-compatible database?

e A. Amazon DynamoDB
¢ B. Amazon Redshift

e C. Amazon Aurora

e D. Amazon S3

EfE: C

R

Explanation

Amazon Aurora is a fully managed MySQL-compatible database that combines the performance and availability of traditional
enterprise databases with the simplicity and cost-effectiveness of open-source databases. Amazon Aurora is part of the Amazon
Relational Database Service (Amazon RDS) family, which means it inherits the benefits of a fully managed service, such as
automated backups, patches, scaling, monitoring, and security. Amazon Aurora also offers up to five times the throughput of
standard MySQL, as well as high availability, durability, and fault tolerance with up to 15 read replicas, cross-Region replication,
and self-healing storage. Amazon Aurora is compatible with the latest versions of MySQL, as well as PostgreSQL, and supports
various features and integrations that enhance its functionality and usabilityl 23 References: Amazon Aurora, Amazon RDS, AWS -
Amazon Aurora Overview

Z M #100
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