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Cisco Implementing and Configuring Cisco Identity Services Engine Sample
Questions (Q135-Q140):
NEW QUESTION # 135 
An engineer is configuring 802.1X and wants it to be transparent from the users' point of view. The implementation should provide
open authentication on the switch ports while providing strong levels of security for non-authenticated devices. Which deployment
mode should be used to achieve this?

A. closed
B. low-impact
C. open
D. high-impact

Answer: B

Explanation:
Reference:
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NEW QUESTION # 136 
An engineer is assigned to enhance security across the campus network. The task is to enable MAB across all access switches in the
network. Which command must be entered on the switch to enable MAB?

A. Switch{config-lf) # mab
B. Switch(config)# authentication port-control auto
C. Switch# authentication port-control auto
D. Switch{conflg)# mab

Answer: A

NEW QUESTION # 137 
A user is attempting to register a BYOD device to the Cisco ISE deployment, but needs to use the onboarding policy to request a
digital certificate and provision the endpoint. What must be configured to accomplish this task?

A. The posture provisioning policy to give the endpoint all necessary components prior to registering
B. The BYOD flow to ensure that the endpoint will be provisioned prior to registering
C. A native supplicant provisioning policy to redirect them to the BYOD portal for onboarding
D. The Cisco AnyConnect provisioning policy to provision the endpoint for onboarding

Answer: C

NEW QUESTION # 138 
Which configuration is required in the Cisco ISE authentication policy to allow Central Web Authentication?

A. MAB and if authentication failed, continue
B. Dot1x and if authentication failed, continue
C. Dot1x and if user not found, continue
D. MAB and if user not found, continue

Answer: D

NEW QUESTION # 139 
Which two probes must be enabled for the ARP cache to function in the Cisco ISE profile service so that a user can reliably bind the
IP address and MAC addresses of endpoints? (Choose two.)

A. DHCP
B. HTTP
C. RADIUS
D. NetFlow
E. SNMP

Answer: A,C

Explanation:
Explanation
Cisco ISE implements an ARP cache in the profiling service, so that you can reliably map the IP addresses and the MAC addresses
of endpoints. For the ARP cache to function, you must enable either the DHCP probe or the RADIUS probe. The DHCP and
RADIUS probes carry the IP addresses and the MAC addresses of endpoints in the payload data. The dhcp-requested address
attribute in the DHCP probe and the Framed-IP-address attribute in the RADIUS probe carry the IP addresses of endpoints, along
with their MAC addresses, which can be mapped and stored in the ARP cache.
https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide
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