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EC-COUNCIL EC-Council Disaster Recovery Professional (EDRP) Sample
Questions (Q111-Q116):
NEW QUESTION # 111 
Allen works as a professional Computer Hacking Forensic Investigator. A project has been assigned to him to investigate a
computer, which is used by the suspect to sexually harass the victim using instant messenger program. Suspect's computer runs on
Windows operating system. Allen wants to recover password from instant messenger program, which suspect is using, to collect the
evidence of the crime. Allen is using Helix Live for this purpose. Which of the following utilities of Helix will he use to accomplish the
task?

A. Mail Pass View
B. Asterisk Logger
C. Access PassView
D. MessenPass

Answer: D

NEW QUESTION # 112 
Jack owns a startup that provides IT solutions to customers. Jack's business was faring very well; however, he was facing issues
with the scalability of his IT infrastructure. He decided to remedy this situation by implementing a solution, which connected his
computers and servers into a single unified computing resource.
He connected these computers and servers using various hardware, networks, and software. Additionally, implementation of this
solution helped him protect his business against application, server, software, and site failures. Which solution did Jack implement?

A. Deduplication
B. Failover
C. Server Clustering
D. Mirroring

Answer: C

Explanation:
Server Clustering connects multiple servers into a unified resource, improving scalability and protecting against failures, as Jack
implemented.
* Option A (Mirroring):Data duplication, not scalability-focused.
* Option B (Deduplication):Storage optimization, not clustering.
* Option C (Failover):Backup switching, not unified resource.
* "Server Clustering unifies computing resources, enhancing scalability and resilience against application and site failures" (Module:
Clustering Technologies, Section: Clustering Benefits).

NEW QUESTION # 113 
Fill in the blank with the appropriate phrase.
__________________ is the process of obtaining access using legitimate credentials, and then attempting to leverage that into
access to unauthorized system resources.

A. Privilege escalation

Answer: A

NEW QUESTION # 114 
Which of the following should the administrator ensure during the test of a disaster recovery plan?

A. Ensure that each member of the disaster recovery team is aware of their responsibility.
B. Ensure that all client computers in the organization are shut down.
C. Ensure that the plan works properly
D. Ensure that all the servers in the organization are shut down.



Answer: A,C

NEW QUESTION # 115 
Which of the following terms refers to a storage technology that is used to capture real-time data changes and facilitate data restore
points and recovery?

A. Virtual Tape Library (VTL)
B. Disk-to-Disk (D2D)
C. Continuous Data Protection (CDP)
D. Mirroring

Answer: C

Explanation:
Continuous Data Protection (CDP) is a technology that continuously captures and saves data changes in real time or near real time,
allowing for granular restore points. Unlike traditional backups that occur at scheduled intervals, CDP tracks every change to data,
enabling recovery to any point in time before a failure. In this context, CDP is the best fit as it facilitates real-time data capture and
recovery.
* Option B (Mirroring):Mirroring duplicates data across two or more storage devices for redundancy but doesn't inherently capture
real-time changes for multiple restore points.
* Option C (Virtual Tape Library):A VTL emulates tape storage using disk-based systems, primarily for backup, not real-time
change capture.
* Option D (Disk-to-Disk):D2D refers to backing up data from one disk to another, typically at scheduled intervals, not in real time.
* EDRP v3 discusses CDP as an advanced backup technology under data protection strategies, highlighting its role in minimizing
data loss by providing continuous recovery points (Module: Data Backup and Recovery).

NEW QUESTION # 116
......
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