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NEW QUESTION # 107 
During a recent company safety stand-down, the cyber-awareness team gave a presentation on the importance of cyber hygiene.
One topic the team covered was best practices for printing centers. Which of the following describes an attack method that relates
to printing centers?

A. Credential harvesting
B. Whaling
C. Prepending
D. Dumpster diving

Answer: D

Explanation:
Dumpster diving is an attack method where attackers search through physical waste, such as discarded documents and printouts, to
find sensitive information that has not been properly disposed of. In the context of printing centers, this could involve attackers
retrieving printed documents containing confidential data that were improperly discarded without shredding or other secure disposal
methods. This emphasizes the importance of proper disposal and physical security measures in cyber hygiene practices.

NEW QUESTION # 108 
After reviewing the following vulnerability scanning report:
Server:192.168.14.6
Service: Telnet
Port: 23 Protocol: TCP
Status: Open Severity: High
Vulnerability: Use of an insecure network protocol
A security analyst performs the following test:
nmap -p 23 192.168.14.6 --script telnet-encryption
PORT STATE SERVICE REASON
23/tcp open telnet syn-ack
telnet encryption: Telnet server supports encryption
Which of the following would the security analyst conclude for this reported vulnerability?

A. Compensating controls exist.
B. It is considered noise.
C. A rescan is required.
D. It is a false positive.

Answer: D

Explanation:
A false positive is a result that indicates a vulnerability or a problem when there is none. In this case, the vulnerability scanning report
shows that the telnet service on port 23 is open and uses an insecure network protocol. However, the security analyst performs a
test using nmap and a script that checks for telnet encryption support. The result shows that the telnet server supports encryption,
which means that the data transmitted between the client and the server can be protected from eavesdropping. Therefore, the
reported vulnerability is a false positive and does not reflect the actual security posture of the server. The security analyst should
verify the encryption settings of the telnet server and client and ensure that they are configured properly.

NEW QUESTION # 109 
A security administrator notices numerous unused, non-compliant desktops are connected to the network. Which of the following
actions would the administrator most likely recommend to the management team?

A. Decommissioning
B. Isolating
C. Monitoring
D. Patching

Answer: A

Explanation:



Decommissioning unused and non-compliant desktops will reduce security risks by removing potential points of vulnerability from the
network. This action helps to ensure that only compliant and necessary devices are connected, maintaining the integrity and security
of the network.

NEW QUESTION # 110 
Which of the following is the best resource to consult for information on the most common application exploitation methods?

A. OWASP
B. STIX
C. Common Vulnerabilities and Exposures
D. OVAL
E. Threat intelligence feed

Answer: A

Explanation:
OWASP (Open Web Application Security Project). OWASP provides extensive resources, guidelines, and tools related to web
application security, including the OWASP Top 10, which lists the most critical security risks to web applications.

NEW QUESTION # 111 
A security administrator needs a method to secure data in an environment that includes some form of checks so that the
administrator can track any changes. Which of the following should the administrator set up to achieve this goal?

A. SPF
B. NAC
C. FIM
D. GPO

Answer: C

Explanation:
FIM stands for File Integrity Monitoring, which is a method to secure data by detecting any changes or modifications to files,
directories, or registry keys. FIM can help a security administrator track any unauthorized or malicious changes to the data, as well
as verify the integrity and compliance of the data. FIM can also alert the administrator of any potential breaches or incidents involving
the data.
Some of the benefits of FIM are:
It can prevent data tampering and corruption by verifying the checksums or hashes of the files.
It can identify the source and time of the changes by logging the user and system actions.
It can enforce security policies and standards by comparing the current state of the data with the baseline or expected state.
It can support forensic analysis and incident response by providing evidence and audit trails of the changes.
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