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C02 Priifungsfragen mit Losungen (Q429-Q434):

429. Frage

A company wants to use Amazon S3 to back up its on-premises file storage solution. The company s on-premises file storage
solution supports NFS and the company wants its new solution to support NFS. The company wants to archive the backup Files
after 5 days If the company needs archived files for disaster recovery, the company is willing to wait a few days for the retrieval of
those Files.

Which solution meets these requirements MOST cost-effectively?

¢ A Deploy an AWS Storage Gateway file gateway that is associated with an S3 bucket Move the files from the on-premises
file storage solution to the file gateway Create an S3 Lifecycle rule to move the files to S3 Standard- Infrequent Access (S3
Standard-TA) after 5 days

¢ B. Deploy an AWS Storage Gateway tape gateway that is associated with an S3 bucket Move the files from the on-premises
file storage solution to the tape gateway Create an S3 Lifecycle rule to move the files to S3 Standard- Infrequent Access (S3
Standard-1A) after 5 days

¢ C. Deploy an AWS Storage Gateway volume gateway that is associated with an S3 bucket Move the files from the on-
premises file storage solution to the volume gateway Create an S3 Lifecycle rule to move the files to S3 Glacier Deep Archive
after 5 days

¢ D. Deploy an AWS Storage Gateway file gateway that is associated with an S3 bucket Move the files from the on-premises
file storage solution to the file gateway Create an S3 Lifecycle rule to move the files to S3 Glacier Deep Archive after 5 days

Antwort: D

430. Frage

A company built an ecommerce website on AWS using a three-tier web architecture. The application is Java-based and composed
of an Amazon CloudFront distribution, an Apache web server layer of Amazon EC2 instances in an Auto Scaling group, and a
backend Amazon Aurora MySQL database. Last month, during a promotional sales event, users reported errors and timeouts while
adding iters to their shopping carts. The operations team recovered the logs created by the web servers and reviewed Aurora DB
cluster performance metrics. Some of the web servers were terminated before logs could be collected and the Aurora metrics were
not sufficient for query performance analysis. Which combination of steps must the solutions architect take to improve application
performance visibility during peak traffic events? (Choose three.)

e A. Configure the Aurora MySQL DB cluster to publish slow query and error logs to Amazon CloudWatch Logs.

¢ B. Configure the Aurora MySQL DB cluster to stream slow query and error logs to Amazon Kinesis.

e C. Implement the AWS X-Ray SDK to trace incoming http requests on the EC2 instances and implement tracing of SQL
queries with the X-Ray SDK for Java.

¢ D. Enable and configure AWS CloudTrail to collect and analyze application activity from Amazon EC2 and Aurora.

¢ E. Enable Aurora MySQL DB cluster performance benchmarking and publish the streamto AWS X- Ray.

e F. Install and configure an Amazon CloudWatch Logs agent on the EC2 instances to send the Apache logs to CloudWatch
Logs.

Antwort: A,C,F

Begriindung;

https/docs.aws.amazon.com’ AmazonRDS/latest/ AuroraUserGuide/USER LogAccess.Concepts
MySQL.htm#USER LogAccess.MySQLDB.PublishAuroraMySQLtoCloudWatchLogs
https://aws.amazon.com/blogs/mt/simplifying-apache-server-logs-with-amazon-cloudwatch-logs- insights/
https://docs.aws.amazon.convxray/latest/devguide/xray-sdk-dotnet-messagehandler. html
https://docs.aws.amazon.conyxray/latest/devguide/xray-sdk-java-sqlclients.html

431. Frage

Question:

A company is migrating a monolithic on-premises .NET Framework production application to AWS.

Application demand will grow exponentially in the next 6 months. The company must ensure that the application can scale
appropriately.

The application currently connects to a Microsoft SQL Server transactional database. The company has well- documented source
code for the application. Some business logic is contained within stored procedures.

A solutions architect must recommend a solution to redesign the application to meet the growth in demand.



‘Which solution will meet this requirement MOST cost-effectively?

¢ A. Migrate the applications by using AWS App2Container. Use AWS Fargate in multiple AWS Regions to host the
containers. Use Amazon API Gateway APIs and AWS Lambda functions to call the containers.
Store the data and stored procedures in Amazon DynamoDB Accelerator (DAX).

¢ B. Use AWS Application Migration Service to migrate the application to AWS Elastic Beanstalk. Deploy Elastic Beanstalk
packages to configure and deploy the application as microservices. Deploy Elastic Beanstalk across multiple Availability
Zones and configure auto scaling. Store the data and stored procedures in Amazon RDS for MySQL.

¢ (. Use Amazon API Gateway APIs and Amazon EC2 Spot Instances to rehost the application with a scalable microservices
architecture. Deploy the EC2 instances in a cluster placement group. Configure EC2 Auto Scaling, Store the data and stored
procedures in Amazon RDS for SQL Server.

¢ D. Use Amazon API Gateway APIs and AWS Lambda functions to decouple the application into microservices. Use the
AWS Schema Conversion Tool (AWS SCT) to review and modify the stored procedures. Store the data in Amazon Aurora
Serverless v2.

Antwort: D

Begrindung;

D is correct because this solution modernizes the application into aserverless architectureusing API Gateway and Lambda for
scalable microservices. Aurora Serverless v2supports SQL workloads and auto-scales based on demand. AWS SCTallows
migration of SQL Server stored procedures to Aurora-compatible formats. This setup ensures cost efficiency, scalability, and
mmimal manual intervention.

* A rehosts but doesn't refactor into microservices.

* B uses MySQL, which might not support the SQL Server-specific stored procedures fully.

* C adds unnecessary complexity and loses relational database fimctionality by using DAX.
Referencehttps://docs.aws.amazon.convaurora/latest/aurora-serverless/aurora-serverless. html

432. Frage
A company uses AWS Organizations AWS account. A solutions architect must design a solution in which only administrator roles
are allowed to use IAM actions. However the solutions archited does not have access to all the AWS account throughout the

company.
Which solution meets these requirements with the LEAST operational overhead?

e A Create an SCP that applies to all the AWS accounts to deny 1AM actions for all users except for those with administrator
roles. Apply the SCP to the root OU.

e B. Set an 1AM permissions boundary that allows 1AM actions. Attach the permissions boundary to every administrator role
across all the AWS accounts.

e C. Configure AWS CloudTrai to invoke an AWS Lambda function for each event that is related to 1AM actions. Configure
the function to deny the action. If the user who invoked the action is not an administator.

e D. Create an SCP that applies to at the AWS accounts to allow I AM actions only for administrator roles. Apply the SCP to
the root OLI.

Antwort: D

Begriindung;

To restrict JAM actions to only administrator roles across all AWS accounts in an organization, the most operationally efficient
solution is to create a Service Control Policy (SCP) that allows IAM actions exclusively for administrator roles and apply this SCP
to the root Organizational Unit (OU) of AWS Organizations. This method ensures a centralized governance mechanism that
uniformly applies the policy across all accounts, thereby minimizing the need for individual account-level configurations and reducing
operational conplexity.

AWS Documentation on AWS Organizations and Service Control Policies ofters comprehensive information on creating and
managing SCPs for organizational-wide policy enforcement. This approach aligns with AWS best practices for managing
permissions and ensuring secure and compliant account configurations within an AWS Organization.

433. Frage

A company is running a compute workload by using Amazon EC2 Spot Instances that are in an Auto Scaling group. The launch
template uses two placement groups and a single instance type.

Recently, a monitoring system reported Auto Scaling instance launch failures that correlated with longer wait times for system users.
The company needs to improve the overall reliability of the workload.



‘Which solution will meet this requirement?

¢ A. Update the launch template to use a larger instance type.

¢ B. Replace the launch template with a launch configuration to use an Auto Scaling group that uses attribute-based instance
type selection.

¢ (. Update the launch template Auto Scaling group to increase the number of placement groups.

¢ D. Create a new launch template version that uses attribute-based instance type selection. Configure the Auto Scaling group
to use the new launch template version.

Antwort: D

Begrindung;
Explanation
https://docs.aws.amazon.convautoscaling/ec2/userguide/create-asg-instance- type-requirements. htmifuse-attribut
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