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B #18
Where can SHA256 hash values be used in Cortex XDR Malware Protection Profiles?

e A. inthe Limix Malware Protection Profile to indicate allowed Java libraries

® B. SHA256 hashes cannot be used in Cortex XDR Malware Protection Profiles
¢ C. inthe macOS Malware Protection Profile to indicate allowed signers

e D. inthe Windows Malware Protection Profile to indicate allowed executables

Ef#E: D
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Cortex XDR Malware Protection Profiles allow you to configure the malware prevention settings for Windows, Linux, and macOS
endpoints. You can use SHA256 hash values in the Windows Malware Protection Profile to indicate allowed executables that you
want to exclude from malware scanning. This can help you reduce false positives and improve performance by skipping the scanning
of known benign files. You can add up to 1000 SHA256 hash values per profile. You cannot use SHA256 hash values in the Linux
or macOS Malware Protection Profiles, but you can use other criteria such as file path, file name, or signer to exclude files from
scanning, Reference:

Malware Protection Profiles
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Configure a Windows Malware Protection Profile
PCDRA Study Guide

HE#19
When creating a custom XQL query in a dashboard, how would a user save that XQL query to the Widget Library?

A. Click on "Save to Action Center" in the dashboard and you will be prompted to give the query a name and description.
B. Click on "Save to Widget Library" in the dashboard and you will be prompted to give the query a name and description.
C. This isn't supported, you have to exit the dashboard and go into the Widget Library first to create it.

D. Click the three dots on the widget and then choose "Save" and this will link the query to the Widget Library.

IEf#: B
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To save a custom XQL query to the Widget Library, you need to click on "Save to Widget Library" in the dashboard and you will
be prompted to give the query a name and description. This will allow you to reuse the query in other dashboards or reports. You
cannot save a query to the Widget Library by clicking the three dots on the widget, as this will only give you options to edit, delete,
or clone the widget. You also cannot save a query to the Action Center, as this is a different feature that allows you to create alerts
or remediation actions based on the query results. You do not have to exit the dashboard and go into the Widget Library first to
create a query, as you can do it directly from the dashboard. Reference:

Cortex XDR Pro Admin Guide: Save a Custom Query to the Widget Library

Cortex XDR Pro Admin Guide: Create a Dashboard

B #20
Which search methods is supported by File Search and Destroy?

¢ A File Search and Repair
¢ B. File Search and Destroy
e C. File Seck and Destroy
¢ D. File Seek and Repair

IEf#: B
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File Search and Destroy is a feature of Cortex XDR that allows you to search for and remove malicious files from endpoints. You
can use this feature to find files by their hash, full path, or partial path using regex parameters. You can then select the files from the
search results and destroy them by hash or by path. When you destroy a file by hash, all the file instances on the endpoint are
removed. File Search and Destroy is useful for quickly responding to threats and preventing further damage. Reference:

Search and Destroy Malicious Files

Cortex XDR Pro Admmnistrator Guide

HH #21
You can star security events in which two ways? (Choose two.)

A. Create an Incident-starring configuration.
B. Manually star an alert.

C. Manually star an Incident.

D. Create an alert-starring configuration.

Ef#: B. C
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You can star security events in Cortex XDR in two ways: manually star an alert or an incident, or create an alert-starring or incident-
starring configuration. Starring security events helps you prioritize and track the events that are most important to you. You can also
filter and sort the events by their star status in the Cortex XDR console.

To manually star an alert or an incident, you can use the star icon in the Alerts table or the Incidents table. You can also star an alert
from the Causality View or the Query Center Results table. You can star an incident from the Incident View or the Query Center
Results table. You can also unstar an event by clicking the star icon again.



To create an alert-starring or incident-starring configuration, you can use the Alert Starring Configuration or the Incident Starring
Configuration pages in the Cortex XDR console. You can define the criteria for starring alerts or incidents based on their severity,
category, source, or other attributes. You can also enable or disable the configurations as needed.

Reference:

Star Security Events

Create an Alert Starring Configuration

Create an Incident Starring Configuration

B #22
What is the function of WildFire for Cortex XDR?

A. WildFire runs entirely on the agent to quickly analyse samples and provide a verdict.

B. WildFire accepts and analyses a sample to provide a verdict.

C. WildFire is the engine that runs on the local agent and determines whether behavioural threats are occurring on the
endpoint.

¢ D. WildFire runs in the cloud and analyses alert data from the XDR agent to check for behavioural threats.

IEf#: B
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WildFire is a cloud-based service that accepts and analyses samples from various sources, including Cortex XDR, to provide a
verdict of malware, benign, or grayware. WildFire also generates detailed analysis reports that show the behaviour and
characteristics of the samples. Cortex XDR uses WildFire verdicts and reports to enhance its detection and prevention capabilities,
as well as to provide more visibility and context into the threats. Reference:

WildFire Analysis Concepts

WildFire Overview
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