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Oracle Autonomous Database Cloud 2025 Professional Sample Questions

(Q45-Q50):

NEW QUESTION # 45
Which two options are available for restoring an Autonomous Database? (Choose two.)

e A Selecting the snapshot of the backup.
¢ B. Specifying the point in time (timestamp) to restore.
¢ C. Selecting the backup from which restore needs to be done.
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¢ D. Specifying the archived custom image.
Answer: B,C

Explanation:

Restoring an Autonomous Database involves specific recovery options:

Correct Answer (A): "Selecting the backup from which restore needs to be done" allows you to choose a specific automatic backup
(listed by timestamp) in the OCI Console to restore the database to that state.

Correct Answer (D): "Specifying the point in time (timestamp) to restore” enables Point-in-Time Recovery (PITR), restoring to any
moment within the backup retention period (default 60 days), even between backups.

Incorrect Options:

B: There's no "snapshot of the backup” option; backups are managed as full/incremental sets, not user-selectable snapshots.

C: "Archived custom image" is not a feature of Autonomous Database restore; it applies to other OCI services like Compute.

These options provide flexibility for recovery scenarios.

NEW QUESTION # 46
A new Python developer has joined your team and needs to access the Autonomous Database dat a. How does the developer
connect to and interact with the Autonomous Database from Python?

A. By using SQL Developer

B. By using Oracle Client and the DBD-oracle interface
C. By using JDBC Driver

D. By using Oracle Client and the cx_Oracle interface

Answer: D

Explanation:

Python developers connect to Autonomous Database using a dedicated library:

Correct Answer (D): "By using Oracle Client and the cx_Oracle interface" (now renamed oracledb) is the recommended method.
The Oracle Client provides the underlying connectivity, and cx_Oracle (or oracledb) is a Python module for database access,
supporting wallet-based authentication to Autonomous Database.

Incorrect Options:

A: SQL Developer is a GUI tool, not a Python interface.

B: DBD-oracle is not a standard Python library for Oracle; it's likely a typo or confusion with Perl's DBL.

C: JDBC is for Java, not Python; it's incompatible without a bridge like JPype.

This method ensures efficient, secure Python integration.

NEW QUESTION # 47
Which three security features are available in Oracle Autonomous Database Shared Infrastructure? (Choose three.)

A. Transparent Data Encryption
B. Database Vault

C. Audit Vault

D. Data Redaction

E. Customer Managed Keys

Answer: A,B,E

Explanation:

Oracle Autonomous Database Shared Infrastructure offers built-in security features to protect data and ensure compliance. The
three correct features are:

Customer Managed Keys (A): This feature allows custommers to use their own encryption keys for Transparent Data Encryption
(TDE), stored in Oracle Key Vault or OCI Vault. It gives control over key management, enhancing security by ensuring only the
customer can decrypt data. For example, a company might generate a key in OCI Vault, link it to their ADB, and rotate it
periodically, all managed outside Oracle's default keys.

Database Vault (D): Oracle Database Vault enforces fine-grained access controls, preventing unauthorized access to sensitive data
even by privileged users (e.g., DBAs). In ADB shared infrastructure, it's available to restrict operations like SELECT on specific
schemas, adding a layer of protection against internal threats. For instance, it could block an admin from viewing customer PII unless
explicitly permitted.



Transparent Data Encryption (E): TDE is enabled by default in Autonomous Database, encrypting data at rest (e.g,, in tablespaces,
backups, and logs) using AES-256. This ensures that if physical storage is compromised, the data remains unreadable without the
encryption key. Customers can opt for customer-managed keys (A) or use Oracle-managed keys, but TDE itself'is always active.
The incorrect options are:

Audit Vault (B): Oracle Audit Vault is a separate product for centralized audit log management, not a built-in feature of ADB shared
infrastructure. While ADB perforns auditing, it doesn't include Audit Vault's advanced capabilities natively.

Data Redaction (C): Data Redaction (masking sensitive data in query results) is available in on-premises Oracle Database Enterprise
Edition but is not supported in Autonomous Database shared infrastructure. ADB's managed nature limits such custom
configurations, relying instead on TDE and Database Vault for security.

These features collectively ensure robust security with minimal customer effort in a shared environment.

NEW QUESTION # 48

Oracle Data Safe is a unified control center for your Oracle databases that helps you understand the sensitivity of your data, evaluate
risks to data, mask sensitive data, implement and monitor security controls, assess user security, monitor user activity, and address
data security compliance requirements. Which statement is FALSE?

¢ A Oracle Data Safe only supports Autonomous Databases.

¢ B. Oracle Data Safe evaluates user types, how users are authenticated, and the password policies assigned to each user.

¢ C. Oracle Data Safe helps you find sensitive data in your database by inspecting the actual data in your database and its data
dictionary.

¢ D. Oracle Data Safe helps you assess the security of your cloud database configurations by analyzing database configurations.

Answer: A

Explanation:

Full Detailed In-Depth Explanation:

Oracle Data Safe enhances database security across various deployments. Let's evaluate:

A: True. Data Safe assesses cloud database configurations for vulnerabilities.

B: True. It evaluates user authentication, types, and password policies.

C: False. Data Safe supports Autonomous Databases, Exadata Cloud Service, OCI VMs, and on-premises Oracle databases, not
Jjust Autonomous Databases.

D: True. It scans data and metadata to identify sensitive information.

Option C is the false statement, as Data Safe's scope extends beyond Autonomous Databases.

NEW QUESTION # 49
Your customer wants to permanently disable scheduled maintenance on Autonomous Dedicated Infrastructure to keep their current
database version. How can they achieve this?

A. You cannot permanently disable scheduled Automatic Maintenance

B. Change the Automatic Maintenance Schedule to 'Specify a Schedule' but do not select any month, week, or day
C. Change the Automatic Maintenance Schedule to "None'

D. Change the Autormatic Maintenance Schedule to 'No Preference’

Answer: A

Explanation:

Oracle Autonomous Database on Dedicated Infrastructure enforces automatic maintenance to ensure security, stability, and
performance. The correct answer is:

You cannot permanently disable scheduled Automatic Maintenance (C): Oracle mandates periodic maintenance updates (e.g.,
patching) to keep the database secure and compliant with the latest fixes. Customers can influence the timing of these updates but
cannot disable them permanently. This is a design principle of the Autonomous Database service to reduce administrative overhead
while maintaining system integrity.

The incorrect options are:

Change the Automatic Maintenance Schedule to "No Preference' (A): This setting allows Oracle to determine the maintenance
window but does not disable maintenance. It still occurs as scheduled by Oracle.

Change the Automatic Maintenance Schedule to "None' (B): There is no 'None' option in the maintenance scheduling settings for
Autonomous Dedicated Infrastructure. This is not a valid configuration.

Change the Automatic Maintenance Schedule to 'Specify a Schedule' but do not select any month, week, or day (D): This is not a
functional workaround. Specifying a schedule requires selecting a valid time window, and leaving it blank does not prevent



maintenance; it simply reverts to Oracle's default scheduling.
Oracle's documentation confirms that while customers can reschedule or skip specific maintenance runs (up to two consecutive
quarters), permanently disabling automatic maintenance is not permitted to ensure the system remains up-to-date and secure.

NEW QUESTION # 50
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