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HEE #35
Which feature should you enable to reduce the number or unwanted IGMP reports processed by the IGMP querier?
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A. Enable IGMP flood unknown muilticast traffic on the global setting.

B. Enable the IGMP flood reports setting on the mRouter port.

C. Enable the IGMP flood setting on the static port for all multicast groups.
D. Enable IGMP snooping proxy.

HE: D

Y.

Enable IGMP snooping proxy (C): To reduce the number of unwanted IGMP reports processed by the IGMP querier, enabling
IGMP snooping proxy is effective. This feature acts as an intermediary between multicast routers and hosts, optimizing the
management of [GMP messages by handling report messages locally and reducing unnecessary IGMP traffic across the network.
This minimizes the processing load on the IGMP querier and improves overall network efficiency.

EE #36

Refer to the configuration:

Which two conditions does FortiSwitch need to meet to successfully configure the options shown in the exhibit above? (Choose
two.)

A. FortiSwitch would need to be rebooted.

B. The split port can be assigned to a native VLAN.

C. The FortiSwitch model is equipped with a maximum of 54 interfaces
D. The Dort full speed prior to the split was 100G QSFP+.
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HE#37

An administrator must deploy managed FortiSwitch devices in a remote location where multiple VLANS must be used to segment
devices. No layer 3 switch or router is present at the site, and the only WAN connectivity is an ISP-provided router connected to
the public internet. Which two components are required to enable VLAN segmentation across this remote site? (Choose two
answers)

A. A layer 3 router at the remote location to handle inter- VLAN routing

B. FortiSwitch and FortiGate devices configured with [Psec interfaces

C. FortiGate with a layer 3 interface to termmate the VXLAN overlay

D. FortiGate and FortiSwitch configured with VXLAN to tunnel VLANS over the WAN
E. A FortiSwitch model that supports VXLAN hardware acceleration
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According to theFortiOS 7.6 Administration Guideand theFortiSwitch 7.6 FortiLink Guide, deploying managed switches over a
Layer 3 underlay-such as the public internet-requires a specific tunneling mechanism to bridge Layer 2 broadcast domains.
Traditional FortiLink relies on a direct Layer 2 connection; however, for remote sites,FortiLink over VXLANis the standard
solution.

* FortiLink over VXLAN (Option A):Virtual Extensible LAN (VXLAN) is used to encapsulate Layer 2 Ethernet frames into Layer
3 UDP packets, allowing VLAN-tagged traffic to traverse an ISP's routable network. This enables the FortiGate to manage remote
FortiSwitch "islands" as if they were locally connected, maintaining full VLAN segmentation across the WAN.

* Layer 3 Termmnation (Option E):The FortiGate acts as theVirtual Tunnel Endpoint (VTEP). It must have a reachable Layer 3
mterface (such as a WAN port with a public IP or an [Psec tunnel interface) to terminate the VXLAN overlay. Once the VXLAN
tunnel is terminated at the FortiGate, the encapsulated VLAN traffic is extracted, and the FortiGate can perform inter- VLAN routing
and security inspection.

Regarding the incorrect options:Option Bis incorrect because the FortiGate at the central site handles the routing, eliminating the
need for a local L3 device.Option Cis a performance consideration but not a functional requirement for basic connectivity. Option
Dis often used for security to encrypt the underlay, but [Psec alone does not provide the Layer 2 extension capabilities required for
VLAN segmentation; VXLAN is the specific component that handles the MAC-in-UDP encapsulation.

AE #38



Refer to the exhibit.
Network Topology
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PC1 and PC2 are connected to portl on FortiSwitch. Which VLAN tags will FortiSwitch apply when forwarding PC1 and PC2
traffic out of port2? (Choose one answer)

A. FortiSwitch will leave PC1 frames untagged and will tag PC2 frames with VLAN 10.
B. FortiSwitch will tag PC1 frames with VLAN 10 and PC2 frames with VLAN 20.

C. FortiSwitch will tag both PC1 and PC2 frames with VLAN 10, due to MAC override.
D. FortiSwitch will tag PC1 and PC2 frames with VLAN 20.
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According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, the classification of untagged traffic
entering a switch port is determined by the port's hierarchy of VLAN assignment rules.

For the traffic arriving atport1:

* PC1 (MAC 58:ef68:b4:33:32):The exhibit shows an explictMAC-based VLAN assignmentrule for this specific MAC address,
placing it mtoVLAN 10. In FortiSwitchOS, dynamic assignments like MAC-based or protocol-based rules take precedence over
the port's static native VLAN. Therefore, PC1's traffic is internally associated with VLAN 10.

* PC2 (MAC 58:¢f68:b4:33:c3):There is no MAC-based rule for this device. As a result, the switch falls back to the default
behavior and assigns the traffic to the port'sNative VLAN, which isVLAN 20.



For the traffic exiting port2:

The egress behavior depends on the VLAN tagging configuration of the outgoing interface. On port2, the Native VLAN is 4094,
and VLANS 10 and 20 are listed as Allowed VLANS. According to Fortinet documentation, any traffic belonging to an allowed
VLAN that does not match the native VLAN ID of the egress port must be sent as tagged 802.1Q frames. Since neither VLAN 10
nor VLAN 20 matches the native ID 0f 4094, the FortiSwitch will apply a VLAN 10 tag to PC1's traffic and a VLAN 20 tag to
PC2's traffic as they are forwarded to the FortiGate.

HEE #39
Which interfaces on FortiSwitch send out FortiLink discovery frames by default in order to detect a FortiGate with an enabled
FortiLink mterface?

A. The last four switch ports on FortiSwitch have auto-discovery enabled by defaul.

B. The ports with auto-discovery enabled by default are dependent upon the FortiSwitch model.

C. All ports have auto-discovery enabled by defauilt.

D. No ports are enabled by default for auto-discovery. This must be configured under config switch interface.
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dE:

* Fortinet FortiLink Protocol:The FortiLink protocol is Fortinet's proprietary mechanism for managing FortiSwitch units froma
FortiGate firewall. It simplifies configuration and security policy enforcement across the connected network devices.

* Auto-Discovery:FortiLink's auto-discovery feature means that by default, all ports on a FortiSwitch will actively send out
discovery frames. This allows them to locate a FortiGate device that has a FortiLink mterface enabled, streamlining the device
managenment process.

* No Configuration Needed:You don't have to manually configure individual ports for FortiLink discovery on FortiSwitch devices.
References

* FortiSwitchOS FortiLink Guide (FortiSwitch Devices Managed by FortiOS 7.2)Refer to pages 13 and 14 for details on zero-
touch management and FortiLink configuration. [https:/fortinetweb.s3.

amazonaws.convdocs. fortinet.com/v2/attachments/2 7£63c72-b083-11ec-9fd1-fa163e15d75b
/FortiSwitchOS-7.2.0-FortiLink Guide%E2%80%94FortiSwitch Devices Managed by FortiOS 7.2.

pdf]
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