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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Section Objectives

- Information security objectives and benefits

- Confidentiality, Integrity, Availability (CIA) concepts
- Clauses 4-10 overview (ISMS requirements)

Topic 1: Information Security Management Principles

Topic 2: ISO/IEC 27001 Framework

- Structure of ISO/IEC 270012022
Topic 3: Annex A Controls (ISO/TEC 27001:2022 - Organizational, People, Physical, and Technological controls
alignment) overview
- Control objectives and implementation intent
Topic 4: ISMS Implementation and Continuous - Plan-Do-Check-Act (PDCA) cycle
Improvement - Internal review and continual improvement principles

- Risk identification and assessment principles

Topic 5: Risk gemment - Risk treatment and controls selection
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EE #26
Which of'the following is NOT one of the four Annex A control themes?

A. Technological Controls
B. Financial Controls

C. People Controls

D. Organizational Controls

He: B

Y.
The four Annex A control themes are Organizational, People, Physical, and Technological Controls. Financial Controls are not part
of Annex A, although financial considerations may influence information security risk management decisions.

EE #27
Which statement about the conduct of audits is true?

A. Third party audits are conducted by a customer of the organization

B. The certificate issued after a successful re-certification audit in typical schemes lasts for one year

C. During Stage 1 of a certification audit, evidence is collected by observing activities

D. One of'the focus areas for a surveillance audit is the output from internal audits and management reviews

He: D

MY

Clause 9.2 (Internal Audit) and Clause 9.3 (Management Review) highlight that audit outputs and management reviews are key
nputs for evaluating ISMS performance. Surveillance audits, conducted by Certification Bodies, check ongoing compliance and
effectiveness. ISO certification schemes (per ISO/IEC 17021) require surveillance audits to verify whether corrective actions and
continuous improvements are being made. A critical focus area is the results of internal audits and management reviews, ensuring that
the organization maintains its ISMS between certification cycles.

EE #28
Which attribute is NOT a required focus of continual ISMS improvement?

A. Effectiveness
B. Suitability
C. Adequacy
D. Importance

He. D

LR

Clause 10.2 (Continual Improvement) specifies that the organization must "continually improve the suitability, adequacy and
effectiveness of the information security management system." This makes it clear that three attributes are explicitly required to be
addressed:

Suitability: ensuring the ISMS continues to meet organizational needs in changing contexts.

Adequacy: ensuring the ISMS covers the necessary scope and provides sufficient control coverage.

Effectiveness: ensuring the ISMS achieves intended outcomes in protecting information security.

The word "importance" is not part of the continual improvement requirement. Importance is inplicit in prioritization of risks and
actions, but it is not a required continual improvement attribute in ISO/IEC 27001. Therefore, option D: Importance is the correct
choice as it is not specified.

This distinction reinforces that continual improvement is not about subjective importance, but about systematic enhancement of the
ISMS's suitability, adequacy, and effectiveness.

AE #29
Which aspect of ISO/IEC 27001 requires that contractors know about the organization's information security policies?



A. Competence

B. Communication

C. Awareness

D. Nonconformity and corrective action

HE: C

Y.

Clause 7.3 (Awareness) requires:

"Persons doing work under the organization's control shall be aware of: (a) the information security policy; (b) their contribution to
the effectiveness of the ISMS, including the benefits of improved information security performance; (c) the implications of not
conforming with the ISMS requirements." This applies not only to employees but also contractors and external parties under the
organization's control.

Competence (B) requires having skills, training, and experience, while Communication (C) covers defining communication processes
(Clause 7.4). Nonconformity and corrective action (A) is part of Clause 10 (Improvement).

Therefore, the specific requirement that ensures contractors are made aware of the information security policies is found in Clause
7.3 Awareness. Correct answer: D.

HEE #30
‘Which document defines the organization's overall direction regarding information security?

A. Information Security Policy
B. Statement of Applicability
C. Risk Assessment Report
D. Incident Log

HE: A

HE:

The Information Security Policy establishes the organization's overall intentions and direction for managing mformation security.
Approved by top management, it provides a framework for setting objectives, assigning responsibilities, and supporting continual
improvement of the ISMS.
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