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Fortinet NSE 5 - FortiNAC-F 7.6 Administrator Sample Questions (Q18-
Q23):

NEW QUESTION # 18
Refer to the exhibit.
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An administrator has configured the DHCP scope for a registration isolation network, but the isolation process isn't working.
What is the problem with the configuration?

A. The domain name server designation is incorrect.
B. The lease pool does not contain a complete subnet.
C. The gateway defined for the scope is incorrect.

D. The label uses a system-reserved value.

Answer: C

Explanation:

In a FortiNAC-F deployment, the configuration of the DHCP scope for isolation networks (Registration, Remediation, etc.) must
perfectly align with the underlying network infrastructure to ensure that isolated hosts can communicate with the FortiNAC
appliance. In the provided exhibits, there is a clear discrepancy between the DHCP configuration and the Network Topology.

As shown in the "Network Topology" exhibit, the Registration Network resides on a router interface (or sub-interface) with the IP
address 192.168.180.1. This address represents the default gateway for any host placed into the Registration VLAN. However, the
"DHCP configuration" exhibit shows the scope "REG-ScopeOne" configured with a Gateway of 10.0.1.254. This 10.0.1.254
address belongs to the management/service network (port2 of FortiNAC), not the registration subnet. Ifa host in the Registration
VLAN receives this incorrect gateway via DHCP, it will attempt to send all off-link traffic to an unreachable IP, preventing it from
loading the Captive Portal or commumnicating with the FortiNAC server.

According to the FortiNAC-F Configuration Wizard Reference, when defining a Layer 3 network scope, the "Gateway" field must
contain the IP address of the router interface that acts as the gateway for that specific isolation VLAN. The FortiNAC appliance
itself usually sits on a different subnet, and traffic is directed to it via the router's DHCP Relay (IP Helper) and DNS redirection.



"When configuring scopes for a Layer 3 network, the Gateway value must be the [P address of the router interface for that subnet.
This allows the host to reach its local gateway to route traffic. If the gateway is misconfigured, the host will be unable to reach the
FortiNAC ethl/port2 interface for registration... Ensure the Gateway matches the network topology for the isolation VLAN." -
FortiNAC-F Configuration Wizard Reference Manual: DHCP Scopes.

NEW QUESTION # 19

An administrator manages a corporate environment where all users log into the corporate domain each time they connect to the
network. The administrator wants to leverage login scripts to use a FortiNAC-F agent to enhance endpoint visibility Which agent
can be deployed as part of a login script?

A. Passive

B. Persistent
C. Mobile

D. Dissolvable

Answer: B

Explanation:

In a corporate domain environment where "enhanced endpoint visibility" is required, the Persistent Agent is the recommended
choice. Unlike the Dissolvable Agent, which is temporary and intended for one-time compliance scans during registration, the
Persistent Agent is an "install-and-stay-resident" application.

The Persistent Agent is specifically designed to be distributed through automated enterprise methods, ncluding login scripts, Group
Policy Objects (GPO), or third-party software management tools. When deployed via a login script, the agent can be configured to
silently install and immediately begin communicating with the FortiNAC-F service nterface. Once active, it provides continuous
visibility by reporting host details such as logged-on users, installed applications, and adapter information. It also listens for Windows
session events (logor/logoft) to trigger automatic single-sign-on (SSO) registration in FortiNAC-F, ensuring that as soon as a user
connects to the domain, their device is identified and assigned the correct network access policy.

"The Persistent Agent can be distributed to Windows domain machines via login script or by any other software distribution method
your organization might use. The Persistent Agent remains installed on the host at all times. Once the agent is installed it runs in the
background and commumnicates with FortiNAC at intervals established by the FortiNAC admmistrator." - FortiNAC-F
Administration Guide: Persistent Agent Overview.

NEW QUESTION # 20
When FortiNAC-F is managing VPN clients connecting through FortiGate, why must the clients run a FortiNAC-F agent?

A. To collect the client IP address and MAC address

B. To validate the endpoint policy compliance

C. To transparently update The client IP address upon successful authentication
D. To collect user authentication details

Answer: A

Explanation:

When FortiNAC-F manages VPN clients through a FortiGate, the agent plays a fundamental role in device identification that
standard network protocols cannot provide on their own. In a standard VPN connection, the FortiGate establishes a Layer 3 tunnel
and assigns a virtual IP address to the client. While the FortiGate sends a syslog message to FortiNAC-F containing the username
and this assigned IP address, it typically does not provide the hardware (MAC) address of the remote endpoint's physical or virtual
adapter.

FortiNAC-F relies on the MAC address as the primary unique identifier for all host records in its database. Without the MAC
address, FortiNAC-F cannot correlate the incoming VPN session with an existing host record to apply specific policies or track the
device's history. By running either a Persistent or Dissolvable Agent, the endpoint retrieves its own MAC address and commumicates
it directly to the FortiNAC-F service interface. This allows the "IP to MAC" mapping to occur. Once FortiNAC-F has both the TP
and the MAC, it can successfully identify the device, verify its status, and send the appropriate FSSO tags or group information
back to the FortiGate to lift network restrictions.

Furthermore, while the agent can also perform compliance checks (Option D), the architectural requirement for the agent in a
managed VPN environment is primarily driven by the need for session data correlation-specifically the collection of the IP and MAC
address pairing,

"Session Data Components: * User ID (collected via RADIUS, syslog and API from the FortiGate). * Remote IP address for the
remote user connection (collected via syslog and API from the FortiGate and from the FortiNAC agent). * Device IP and MAC



address (collected via FortiNAC agent). ... The Agent is used to provide the MAC address of the connecting VPN user (IP to
MAC)." - FortiNAC-F FortiGate VPN Integration Guide: How it Works Section.

NEW QUESTION # 21
‘When configuring FortiNAC-F to manage FortiGate VPN users, an endpoint compliance policy must be created for the integration.
Why is the endpoint compliance policy necessary for this type of integration?

A. To validate the VPN user credentials

B. To confirm the installed endpoint certificate
C. To designate the required agent type

D. To validate the VPN client being used

Answer: C

Explanation:

The integration of FortiNAC-F with FortiGate VPN requires a specific policy workflow to bridge the gap between initial user
authentication and full network access. When a user connects to the VPN, the FortiGate typically provides the User ID and IP
address, but FortiNAC-F requires a MAC address to uniquely identify and manage the endpoint's record.

According to the FortiGate VPN Integration Guide, the Endpomt Compliance Policy is a mandatory component of this setup
because it is used to designate the required agent type. Because a VPN comnection is Layer 3, FortiNAC cammot "see" the MAC
address through traditional SNMP or L2 polling. The compliance policy istructs the system to present a Captive Portal to the
remote user, requiring them to download and run either the Persistent or Dissolvable Agent. The agent then reports the device's
MAC address back to FortiNAC, allowing the system to correlate the VPN session with a host record.

Once the agent is running and the MAC is known, FortiNAC-F can evaluate the device's security posture (if scanning is configured)
and send the necessary FSSO tags back to the FortiGate to lift the mitial network restrictions. Without the compliance policy to
enforce the agent requirement, the connection would remain in an isolated "[P-only" state with no unique hardware identity.

"The Endpoint Compliance Policy is necessary to control the agent requirement for VPN users. Create a default VPN Endpoint
Compliance Policy to distribute an agent via captive portal for isolated machines. This policy allows the administrator to designate
the required agent type (Persistent or Dissolvable) that will be used to collect the hardware (MAC) address and perform health
scans on the remote endpoint.” - FortiNAC FortiGate VPN Integration Guide: Default Endpoint Compliance Policy (Optional)
Section.

NEW QUESTION # 22

An administrator wants to build device profiling rules based on network traffic, but the network session view is not populated with
any records.

Which two settings can be enabled to gather network session information? (Choose two.)

A. Network traffic polling on any modeled infrastructure device
B. Netflow setting on the FortiNAC-F interfaces

C. Layer 3 polling on the infrastructure devices

D. Firewall session polling on modeled FortiGate devices

Answer: B,D

Explanation:

In FortiNAC-F, the Network Sessions view provides a real-time and historical log of traffic flows, including source/destination IP
addresses, ports, and protocols. This data is essential for building Device Profiling Rules that rely on "Traffic Patterns” or "Network
Footprints" to identify devices (e.g,, an IP camera communicating with its specific NVR). If the network session view is enmpty, the
system is not receiving the necessary flow or session data firom the network infrastructure.

According to the FortiNAC-F Administration Guide, there are two primary methods to populate this view:

NetFlow/sFlow/IPFIX (C): FortiNAC-F can act as a flow collector. By enabling NetFlow settings on the FortiNAC-F service
mterface (port2/ethl) and configuring your switches or routers to export flow data to the FortiNAC IP, the system can parse these
packets and record sessions.

Firewall Session Polling (B): For environments with FortiGate firewalls, FortiNAC-F can proactively poll the FortiGate via the
REST API to retrieve its current session table. This is particularly usefil as it provides session visibility without requiring the
overhead of configuring NetFlow on every access layer switch.

Settings like Layer 3 Polling (D) only provide ARP table mappings (IP to MAC correlation) and do not provide the detailed flow
information required for the session view.

"The Network Sessions view displays information regarding active and inactive network traffic sessions... To populate this view,



FortiNAC nust receive data through one of the following methods: * NetFlow/sFlow Support: Configure network devices to send
flow data to the FortiNAC service interface. * Firewall Session Polling: Enable session polling on modeled FortiGate devices to
retrieve session information via API. These records are then used by the Device Profiler to match rules based on traffic patterns." -
FortiNAC-F Admmistration Guide: Network Sessions and Flow Data Collection.

NEW QUESTION # 23
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