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CheckPoint 156-536 Exam Syllabus Topics:

Topic Details

Topic 1
Deploying Harmony Endpoint Data Security Protection: In this domain, CheckPoint Security
Administrators will demonstrate their skills in deploying data security protections within Harmony Endpoint.
This includes configuring data loss prevention strategies and ensuring data integrity across endpoints.
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Topic 2
Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to
effectively configure and manage security policies across endpoint devices.

Topic 3
Troubleshooting: In this final section, CheckPoint Security Administrators will demonstrate their
troubleshooting skills related to Harmony Endpoint. This involves identifying and resolving issues that may
arise during deployment or operation of the endpoint security solution.

Topic 4

Large-Scale Harmony Endpoint Deployment: This domain is aimed at Harmony Endpoint Security
Professionals and addresses the challenges associated with deploying Harmony Endpoint at scale.
Candidates will learn about strategies for efficient large-scale implementation while maintaining security
standards across numerous devices.

Topic 5
Harmony Endpoint Management as a Service: This section targets Harmony Endpoint Security
Professionals, focusing on managing endpoint security as a service. It covers the cloud-based management
capabilities of Harmony Endpoint, allowing for scalable deployment and policy management.
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CheckPoint Check Point Certified Harmony Endpoint Specialist - R81.20
(CCES) Sample Questions (Q72-Q77):
NEW QUESTION # 72 
Which of the following is not protected by the Full Disk Encryption (FDE) software
1) Client's user data
2) Operating system files
3) Temporary files
4) Erased files

A. Temporary and erased files
B. All of these are protected with FDE
C. Temporary files
D. Erased files

Answer: A

NEW QUESTION # 73 
The Harmony Endpoint solution includes which three Data Security Software Capability protections?

A. * Full Disk Encryption
* Media Encryption
* Anti-Malware
B. * Passwords and Usernames
* Port Protection (MEPP)
* Security Questions
C. * Full Disk Encryption
* Media Encryption & Port Protection (MEPP)
* Remote Access VPN
D. * Media Encryption
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* Media Decryption
* Remote Access VPN

Answer: A

NEW QUESTION # 74 
How many Endpoint Security Client Package types exist?

A. There are two packages. One for Windows and one for MacOS
B. There are two main package types. Initial Client Package and Endpoint Security Client Packages.
C. There is only the initial package.
D. The administrator has to download all the appropriate packages from the UserCenter.

Answer: B

NEW QUESTION # 75 
What does pre-boot authentication disable?

A. Weak passwords
B. Identity theft
C. Workarounds to computer security
D. Incorrect usernames

Answer: C

NEW QUESTION # 76 
Why is it critical to change the default Agent Uninstall Password?

A. The default password used is easy to guess.
B. There is no need to change it because only the local PC administrator can uninstall the agent.
C. All passwords and critical data are protected by Full Disk Encryption. The Endpoint agent supports pre- boot
authentication so nobody can bypass the agent's security.
D. You have to change the default Agent Uninstall Password because if you do not, it will be easy for a malware to uninstall
the agent itself.

Answer: A

NEW QUESTION # 77
......
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