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CompTIA SecAI+ Certification Exam Sample Questions (Q10-Q15):
NEW QUESTION # 10 
SIMULATION
Instructions
Click the (+) to assign each threat category into its appropriate framework.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
An architect is modeling an agentic system to meet security standards.

Answer:

Explanation:
Explanation:
MAESTRO: Overreliance, Insecure plug-in design
OWASP Top 10: Broken access control, Identification and authentication failures OWASP Top 10 LLM: Prompt injection, Model
denial of service STRIDE: Elevation of privilege, Repudiation, Supply chain vulnerabilities, Insecure design MAESTRO addresses
AI-specific misuse such as excessive trust in outputs (overreliance) and unsafe plug-in design.
OWASP Top 10 maps to classic web threats: broken access control and authentication failures are key risks.
OWASP Top 10 LLM focuses on LLM-related threats like prompt injection and denial of service targeting the model.
STRIDE categories cover privilege escalation, repudiation (denying actions), supply chain risks, and insecure design flaws.
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NEW QUESTION # 11 
An analyst finds failed login attempts across multiple systems using different usernames but from the same IP. Which attack is MOST
likely?

A. Credential stuffing
B. Password spraying
C. Brute-force attack
D. Privilege escalation

Answer: B

Explanation:
Password spraying uses common passwords across many usernames.

NEW QUESTION # 12 
A short AI-generated video shows a celebrity's likeness talking about a fake public security event.
Which of the following was used to create this video?

A. Machine learning (ML) classifier
B. Random forest
C. Statistical analysis
D. Convolutional neural network

Answer: D

Explanation:
Convolutional neural networks (CNNs) are commonly used in generating deepfake videos, where a person's likeness is realistically
mapped and animated to create fake but convincing audiovisual content.

NEW QUESTION # 13 
A security engineer needs to monitor an AI-based system for runtime operations. The engineer is mostly concerned about the
visibility of internal activity. Which of the following is the most appropriate monitoring solution?

A. Deploying a security information and event management (SIEM) tool
B. Relying on vendor model controls and monitoring prompt inputs
C. Enabling stack call and debugging level traces at the function level
D. Implementing a web application firewall (WAF) with header logging

Answer: C

Explanation:
For runtime visibility into internal activity of an AI system, the most suitable control is enabling stack calls and debugging-level traces.
This provides granular insights into function-level execution, dependencies, and operations, which directly supports monitoring of
runtime behavior.

NEW QUESTION # 14 
A healthcare organization plans to deploy a chatbot for appointment scheduling and patient records. Which of the following is the
first step a security administrator should take?

A. Implement prompt firewalls.
B. Enable role-based access management
C. Use a secure data communication channel for chat.
D. Conduct a risk assessment.

Answer: D



Explanation:
Before deploying an AI chatbot that will handle sensitive healthcare data, the first step is to conduct a risk assessment. This identifies
potential threats, compliance requirements (such as HIPAA), and security gaps, ensuring proper controls are planned before
implementation.

NEW QUESTION # 15
......
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