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Salesforce Certified Platform Identity and Access Management Architect
Sample Questions (Q50-Q55):

NEW QUESTION # 50
How should an Architect force users to authenticate with Two-factor Authentication (2FA) for Salesforce only when not connected
to an internal company network?

A. Use Custom Logn Flows with Apex to detect the user's IP address and prompt for 2FA if needed.

B. Apply the "Two-factor Authentication for User Interface Logins" permission and Login IP Ranges for all Profiles.
C. Use an Apex Trigger on the UserLogmn object to detect the user's IP address and prompt for 2FA if needed.

D. Add the list of company's network IP addresses to the Login Range list under 2FA Setup.

Answer: A

NEW QUESTION # 51
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A service provider (SP) supports both Security Assertion Markup Language (SAML) and OpenID Connect (OIDC).
When integrating this SP with Salesforce, which use case is the determining factor when choosing OIDC or SAML?

A. The SP needs to perform API calls back to Salesforce on behalf of the user after the user logs in to the service provider.
B. OIDC is more secure than SAML and therefore is the obvious choice.

C. They are equivalent protocols and there is no real reason to choose one over the other.

D. Ifthe user has a session on Salesforce, you do not want them to be prompted for a username and password when they
login to the SP.

Answer: A

NEW QUESTION # 52

Universal Containers want users to be able to log in to the Salesforce mobile app with their Active Directory password. Employees
are unable to use mobile VPN.

‘Which two options should an identity architect recommend to meet the requirement?

Choose 2 answers

A. Active Directory Password Sync Plugin

B. Salesforce Trigger & Field on Contact Object
C. Configure Cloud Provider Load Balancer

D. Salesforce Identity Connect

Answer: A,D

NEW QUESTION # 53
Which three different attributes can be used to identify the user in a SAML 65> assertion when Salesforce is acting as a Service
Provider? Choose 3 answers

A. User Email Address
B. Salesforce User ID
C. Salesforce Username
D. User Full Name

E. Federation ID

Answer: AD,E

NEW QUESTION # 54

Universal Containers (UC) is implementing Salesforce and would like to establish SAML SSO for its users to log in. UC stores its
corporate user identities in a Custom Database. The UC IT Manager has heard good things about Salesforce Identity Connect as an
Idp, and would like to understand what limitations they may face if they decided to use Identity Connect in their current environment.
What limitation Should an Architect inform the IT Manager about?

A. Identity Connect will only support SP-mitiated SAML flows in UC's current environment.
B. Identity connect is not compatible with UC's current identity environment.

C. Identity Connect will not support user provisioning in UC's current environment.

D. Identity Connect will only support Idp-initiated SAML flows in UC's current environment.

Answer: C

NEW QUESTION # 55
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