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(Q74-Q79):

R #74
An engineer wants to track and report on all authentication to corporate assets, and wants to prioritize critical assets without

significantly increasing the number of findings (notable events) generated. What process could be used to acconplish this goal?

A. Add the critical assets to the risk data model.

B. Decrease the risk score of non-critical assets in all existing detections.

C. Add all access attempts to the Risk Index, and increase the Criticality of the critical assets.

D. Determine a general risk rule for all access attempts to all assets, and then increase the Risk Factor for critical assets.

IEfE: C

R -

By adding all access attempts to the Risk Index and then increasing the Criticality of critical assets, the engineer ensures all
authentication activity is tracked while prioritizing findings involving high-value assets. This approach leverages risk-based alerting
without flooding the SOC with unnecessary notable events.

HE#75
‘Which configurations are required for data normalization in Splunk?(Choosetwo)

A. authorize.conf

B. savedsearches.conf
C. props.conf

D. transforms.conf

E. eventtypes.conf

_EE%: C\ D

R -

Configurations Required for Data Normalization in Splunk

Data normalization ensures consistent field naming and event structuring, especially for Splunk Common Information Model (CIM)
compliance.

#1. props.conf (A)

Defines how data is parsed and indexed.

Controls field extractions, event breaking, and timestamp recognition.
Exanple:

Assigns custom sourcetypes and defines regex-based field extraction.
#2. transforms.conf (B)

Used for data transformation, lookup table mapping, and field aliasing,


https://www.topexam.jp/SPLK-5002_shiken.html
https://www.passtest.jp/SPLK-5002-mondaishuu.html

Exanple:

Normalizes firewall logs by renaming src_ip # src to align with CIM.

#Incorrect Answers:

C: savedsearches.conf# Defines scheduled searches, not data normalization.

D: authorize.conf# Manages user permissions, not data normalization.

E: eventtypes.conf# Groups events into categories but doesn't modify data structure.
#Additional Resources:

Splunk Data Normalization Guide

Understanding props.conf and transforms.conf

HM #76
Which of the following is the most efficient search to return a list of all visible indexes and the sourcetypes contained within them?

¢ A index=* sourcetype="* | stats values(sourcetype) by index
¢ B. index="* | stats count by sourcetype, index

e (.| tstats values(sourcetype) where index=* by index

e D. | tstats values(sourcetype) where index=true

EfE: C

AR -

The most efficient way to return all visible indexes and their sourcetypes is with | tstats values(sourcetype) where index=* by index.
The tstats command leverages data model acceleration and metadata, making it faster and more resource-efficient than raw searches
like index=*.

A #77
Which of'the following is a reason to utilize ES risk framework as a part of detection building?

A. Smplify SOAR automation and remediation, lowering the mean time to recover.

B. Create a feedback loop into threat intelligence to identify potential insider threats.
C. Help accelerate the run time of detections, allowing a faster mean time to detection.
D. Help prioritize security findings based on their potential business impact.

IEf#: D

fi .-

The ES (Enterprise Security) risk framework is designed to assign risk scores to events and entities, allowing security teamms to
prioritize security findings based on potential business impact.

This ensures that the most critical risks are addressed first, improving overall response effectiveness.

R #78
Which features of Splunk are crucial for tuning correlation searches?(Choosethree)

A. Using thresholds and conditions
B. Disabling field extractions

C. Enabling event sampling

D. Optimizing search queries

E. Reviewing notable event outcomes

IEf#: A. D. E

AR :

Correlation searches are a key component of Splunk Enterprise Security (ES) that help detect and alert on security threats by
analyzing machine data across various sources. Proper tuning of these searches is essential to reduce false positives, improve
performance, and enhance the accuracy of security detections in a Security Operations Center (SOC).

Crucial Features for Tuning Correlation Searches

#1. Using Thresholds and Conditions (A)

Thresholds help control the sensitivity of correlation searches by defining when a condition is met.



Setting appropriate conditions ensures that only relevant events trigger notable events or alerts, reducing noise.
Exanple:

Instead of alerting on any failed login attempt, a threshold of 5 failed logins within 10 minutes can be set to identify actual brute-force
attempts.

#2. Reviewing Notable Event Outcommes (B)

Notable events are generated by correlation searches, and reviewing them is critical for fine-tuning.

Analysts in the SOC should frequently review false positives, duplicates, and low-priority alerts to refine rules.
Exanple:

Ifa correlation search is generating excessive alerts for normal user activity, analysts can modify it to exclude known safe behaviors.
#3. Optimizing Search Queries (E)

Efficient Splunk Search Processing Language (SPL) queries are crucial to improving search performance.

Best practices include:

Using index-time fields instead of extracting fields at search time.

Avoiding wildcards and unnecessary joins in searches.

Using tstats instead of regular searches to improve efficiency.

Exanple:

Using;

| tstats count where index=firewall by src_ip

mstead of

index=firewall | stats count by src_ip

can significantly improve performance.

Incorrect Answers & Explanation

#C. Enabling Event Sampling

Event sampling helps analyze a subset of events to improve testing but does not directly impact correlation search tuning in
production.

Ina SOC environment, tuning needs to be based on actual real-time event volumes, not just sampled data.

#D. Disabling Field Extractions

Field extractions are essential for correlation searches because they help identify and analyze security-related fields
(e.g,user,src_ip,dest ip).

Disabling them would limit the visibility of important security event attributes, making detections less effective.
Additional Resources for Learning

#Splunk Documentation & Learning Paths:

Splunk ES Correlation Search Documentation

Best Practices for Writing SPL

Splunk Security Essentials - Use Cases

SOC Analysts Guide for Correlation Search Tuning

#Courses & Certifications:

Splunk Enterprise Security Certified Admin

Splunk Core Certified Power User

Splunk SOAR Certified Automation Specialist
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