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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q17-Q22):

NEW QUESTION # 17

A security architect is designing a solution for a new customer who requires significant security capabilities in its environment. The
customer has provided the architect with the following set of requirements:

* Capable of early detection of advanced persistent threats.

* Must be transparent to users and cause no performance degradation.

+ Allow integration with production and development networks seamlessly.

+ Enable the security team to hunt and investigate live exploitation techniques.

Which of the following technologies BEST meets the customer's requirements for security capabilities?

A. Centralized logging
B. Deception software
C. Sandbox detonation
D. Threat Intelligence

Answer: B

Explanation:

Deception software is a technology that creates realistic but fake assets (such as servers, applications, data, etc.) that mimic the real
environment and Iure attackers into interacting with them By doing so, deception software can help detect advanced persistent
threats (APTs) that may otherwise evade traditional security tools12. Deception software can also provide valuable nsights into the
attacker's tactics, techniques, and procedures (TTPs) by capturing their actions and behaviors on the decoys13.

Deception software can meet the customer's requirements for security capabilities because:

It is capable of early detection of APTs by creating attractive targets for them and alerting security teams when they are engaged12.
It is transparent to users and causes no performance degradation because it does not interfere with legitimate traffic or resources13.
It allows integration with production and development networks seamlessly because it can create decoys that match the network
topology and configuration1 3.

It enables the security team to hunt and mnvestigate live exploitation techniques because it can record and analyze the attacker's
activities on the decoys13.

NEW QUESTION # 18
In a shared responsibility model for PaaS, which of the following is a customer's responsibility?

A. Physical security
B. Network security
C. OS security

D. Host infrastructure

Answer: C

Explanation:

In a shared responsibility model for PaaS, the customer's responsibility is OS security. PaaS stands for Platformas a Service, which
is a cloud service model that provides a platform for customers to develop, run, and manage applications without having to deal with
the underlying infrastructure. The cloud provider is responsible for the physical security, network security, and host infrastructure of
the platform, while the customer is responsible for the security of the operating system, the application, and the data. The customer
needs to ensure that the operating system is patched, configured, and protected from malware and unauthorized access.

NEW QUESTION # 19

A SOC analyst is reviewing malicious activity on an external, exposed web server. During the investigation, the analyst determines
specific traffic is not being logged, and there is no visibility from the WAF for the web application.

‘Which of the following is the MOST likely cause?

e A. A certificate on the WAF is expired.
e B. The user agent client is not compatible with the WAF.



e C. HTTP traffic is not forwarding to HTTPS to decrypt.
¢ D. Old, vulnerable cipher suites are still being used.

Answer: D

NEW QUESTION # 20

A software house is developing a new application. The application has the following requirements:
Reduce the number of credential requests as much as possible

Integrate with social networks

Authenticate users

Which of the following is the BEST federation method to use for the application?

A. WS-Federation
B. OpenlD

C. OAuth

D. SAML

Answer: D

NEW QUESTION # 21
A security analyst discovered that the company's WAF was not properly configured. The main web server was breached, and the
following payload was found in one of the malicious requests:

Which of the following would BEST mitigate this vulnerability?

A. Input validation

B. Data encoding

C. Network intrusion prevention
D. CAPTCHA

Answer: A

Explanation:
Reference: https:/hdivsecurity.com/owasp-xml-external-entities-xxe

NEW QUESTION # 22
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