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E M #353
Which event magnitude is defined as deadly, destructive, and disruptive when a hazard interacts with human vulnerability?

A. Accident

B. Crisis

C. Disaster

D. Catastrophe

IEf#: D
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‘Which of the following command line tools can be used in the reconnaisance phase of a network vulnerability assessment?

o A ifconfig
¢ B. nbtstat
e C.dig

¢ D. ipconfig
EME: C

il

Dig is a command line tool that can be used in the reconnaissance phase of a network vulnerability assessment. Dig stands for
domain information groper, and it is used to query Domain Name System (DNS) servers and obtain information about domains,
hosts, and records.

Dig can help discover the network topology, the IP addresses, and the services running on the target network.

E R #355

Refer to the mformation below to answer the question.

In a Muttilevel Security (MLS) system, the following sensitivity labels are used in increasing levels of sensitivity: restricted,
confidential, secret, top secret. Table A lists the clearance levels for four users, while Table B lists the security classes of four
different files.

Table A Table B
Clearance Level Files Security Class
Restricted 1 Restricted
Confidential 2

Secret 3 Secret
Top'Sécret 4 Top Secret

Confidential

In a Bell-LaPadula system, which user has the MOST restrictions when writing data to any of the four files?

A. User D
B. User C
C. User B
D. User A

EfE: A

M #356
Upon commencement of an audit within an organization, which of the following actions is MOST important for the auditor(s) to
take?

A. Meet with stakeholders to review methodology, people to be interviewed, and audit scope.
B. Review all prior audit results to remove all areas of potential concern from the audit scope.
C. Understand circunnstances which may delay the overall audit timelines.

D. Meet with stakeholders to understand which types of audits have been conmpleted.

Ef: A
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‘What would BEST define a covert channel?

A. Anundocumented backdoor that has been left by a programmmer in an operating system

B. A Trojan horse.

C. A communication channel that allows transfer of nformation in a manner that violates the system's security policy.
D. An open system port that should be closed.

Ef#: C



fEERA -

Explanation/Reference:

Explanation:

A covert channel is a way for an entity to receive information in an unauthorized manner. It is an information flow that is not
controlled by a security mechanism This type of information path was not developed for commumnication; thus, the system does not
properly protect this path, because the developers never envisioned information being passed in this way. Receiving information in
this manner clearly violates the systemi's security policy.

The channel to transfer this unauthorized data is the result of one of the following conditions:

IIIIIproper oversight in the development of the product

Ihproper implementation of access controls within the software
[}
Existence of a shared resource between the two entities which are not properly controlled

[}

Incorrect Answers:

A: An undocumented backdoor that has been left by a programmer in an operating system could be used in a covert channel.
However, this is not the BEST definition of a covert channel.

B: An open system port that should be closed could be used in a covert channel. However, an open port is not the definition of a
covert channel.

D: A Trojan horse could be used in a covert channel. However, a Trojan horse is not the definition of a covert channel.
References:

Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, New York, 2013, pp. 378-379
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